M UPLOGIX
hd

User Guide

Uplogix Control Center

Version 5.1

December 2014
www.uplogix.com




Information in this document is subject to change without notice.

© 2014 Uplogix, Inc. All Rights Reserved. Uplogix, the Uplogix logo, and SurgicalRollback
are trademarks of Uplogix, Inc. in the United States and other jurisdictions. All other marks
referenced are those of their respective owners.

Uplogix, Inc.

7600-B North Capital of Texas Highway
Suite 220

Austin, Texas 78731

USA

User Guide for Control Center



Contents

N o T 1 Bkl 1 T £ o 1 o [ 6
JLIEZ L0 1= = U o 171 o o = 6
Typographical CONVENTIONS ... ... ettt e aaaas 6
STz 11 Y210 1 010 2 =1 Y/ 7
(8] 0] [o o [ Q€] [0 117 Y A PP 8

Installation and CoNfigQUIratioN ... ..ot e e ee e eaaneeaaas 9
ST = =T o [UTT =T =T 01 T 9
Unpacking and inStallation . ... o e 10

Unpacking the Shipping DOX . ... e ettt et a e eaeeeaneas 10
INstalling the Server IN @ FaCK ... ... i 10
(0] o 1o T=To [ To N o0 1YY= o S 10
(o] alal=Tox [ olo I u g TSI =t [T o 1= o 1o ] o SN PP 10
Connecting the management CONSOIE POt . ... e eeaaas 10
o o)V 1= [o 5 11 0T P PP 11
Completing access and SECUNITY SETUD ...ttt ettt ettt et ettt e e eaaaas 12
POIt COMMUINICATION. ...ttt e ettt ettt ettt ettt e et et et e e e e e e e raeenens 13

Working with the web interface ..... ... i 14
(o T T 1 8T 0 o P 14
Navigating the Web INTerface ... e e e e aeeas 15

Y {0 = U o] o T o = 15
N2V T T Lo 1 T o - 1 16
Contextual left NAaVIgatioN . ... e 16
L0705 Q= U =T N PP 16
= oY (=TT oo BT 0} (] g o = £ o o R TS 16
o ) ] T P 17

Managing the Uplogix Control Center ... . ..ot 18
L] = UL o] 0 0= [0 o 19
L= 1] (oY= ] Vo [ 19

Setting the 10gin DANNEr ... e ettt et et 19
Setting the Web SeSsion tiMEOUL. ... et e eas 20
ST=] au]aTo I o L= o g TR o] o = PP 20
(O] o Te T8 g aTe Y F=T1 ST = o 1T g Lo 1= S 21
(@] g Te 8T g aTe IS AN 1Y LY=o [ o S 21
Y= o o I 1o T S 22

1Y/ F=TaT=Te I aTe [ d g [= 30 =Y 0] L0174 0 o 1= o 1 A 23
About inventory groups and INNEITANCE ...t et 24
VIEWING The INVENTOTY .. ettt ettt ettt ettt et e e e aanes 25
Organizing INVENTONY GIOUDS .. ...ttt ettt ettt ettt et ettt et e et e et e et e et e et e eae e ane e eneeenees 26

ADbOUL the UNASSIGNEA GFOUP ... n ittt ettt et ettt et ettt ettt et e e e e e e e aaaneenn 27
[=lo T TaTo -V a T 0NV Z=T o) o] YA | o 10 o 28
Yo (ol TqTo =Y I T 0NV Z=T 01 o] YA | o U o NN 29
ReasSigNiNg an INVENTOIY GEOUD .. ..ttt ettt e et ettt e et e e et e e e et e e e e e aneeeanees 30
Deleting an INVENTONY GIOUP .. ...ttt et et et et et ettt et ettt ettt e et e et e et e e ta e e e naneeaneeaneens 31
AddiNg @ LOCAl MABNAGET .. .. ...ttt e 32
(ST 155] o T 1T g Ve JiK= W Mo Tor= L N 1Y/ =T o F= Vo =T o 36
RemMoVvINg @ LOCal MaNAQET ... et 38

Working With the dashboard ... ettt e e e 39



[V =Yg P [T g o T Lot =T o K= = P 40

1Y/ F=TaT=Te T aTe I d g TSI =T 111 o] o o 1T o 1 cF 42
Managing from the Local Manager Detail Page. . ... coou oo 43
B I TS TST U [T 0 =T Y2/ 151 43
Configuring @ LOCAl MANAQET ... ... et ettt ettt e eaaas 44
(O] g1 1Te 8] =1 Te] g O] o o] o 1T 45
Creating default Local Manager SEEHINGS ...ttt ane e anens 48
Creating default POt SETEINGS. .. ...ttt ettt ettt e et e e e eaaas 50
Managing from the port detail PaAgES . ..c.uiii e ettt et 53
(@] o1 Te 8T g aTo TAVZ1 o Al F= T I oo o S 53
(@ == L (I B [ T I o o ] o 55
[T 11 VA= U [ €8 =1 I o Yo ] o S PN 56
Delete @ ViUl POIT. ...t et ettt ettt e et aaaas 56
Creating categories for managing HEVICES .. ...ttt ettt ettt et et e e an e nenn 57
Creating Port labels .. ..o e e 57
Assigning privileges By 1abel ... e 58
Setting up task filters UsiNg labels. ... s 59
ViIewing reports DY 1abel . ... ..o e e e 60
Managing SCheAUIEA TASKS ... ...ttt et ettt e ettt ettt et e e s 60
Setting up filters and scheduling tasks. ... e eeae 61
Tasks that can be SCheduled . ... e neeaes 66
Scheduling tasks on a single Local Manager ... ... eeeas 69
Scheduling software upgrades on Local ManagEersS .......eoiieiiii i et e e e e eeaneeaaans 70
Managing rules and MONITOTS .. ...ttt et ettt ettt et e e eaanas 73
WOTKING Wt FUIES. .. et ettt ettt et e et et e e e ean e eeanneean 73
WOrKING WIth TUIE SETS ... e e et et ettt ettt e e e et e eaneaaneaas 77
Promoting rules and rUle SetS ... . ettt 78
Yol aT=To (8] 11 aTe [0 g0 a1 o] £ PP 79
Creating standard operating SYStem POIICIES ... ..o i eas 82
Defining the standard Operating SYSTeIM . ... .ottt et et e e e e aaeeeaanees 83
Standard Operating SYSTEIM FECOVETY ...ttt e et e an e et e e et e e e e e ean e eaneeanenn 84
Applet manual out-of-band modem connectivity via the “Dial” button .............cccooiiiiiiiiiiiennnt. 84
Managing acCoUNtS aNd SECUFNILY ...ttt e eaaeeens 86
Managing aUTNENTICATION .. ... ettt ettt ettt ettt ettt et et et e e e aaans 86
Setting authentication globally or within the iINVeNntory ...... ... 87
Authentication, authorization, and accounting (AAA) SettiNgS ... o..iiiiiiii i 89
Setting requirements for StroNQg PASSWOIAS ...ttt ettt e e e e e e e e e eaaneeaaans 92
Working with user and group @CCOUNTS ... .ttt et e e e e e e e e e e e e e e e aaneaaes 94
Creating and editing USEIr @CCOUNTS . ... ..ttt ettt ettt ettt et e e et e e e e aane e eaaneeeaan 95
Creating and editing group QCCOUNTS ... ...ttt ettt e e et e e e e e e e et e e e e e e e e e e aneeaneeanenn 97
DisSabling USEr @CCOUNTS . . ...t et ettt et eaas 99

[ TCT = ] g T = Lo w0 T U] o 100

Y =Yg P T o T o] V41 =0 T 100
Adding server privileges 10 aCCOUNTS ...ttt et ettt e e e ee et eanneeaanaes 101
Adding iNnventory privileges t0 CCOUNTS ...ttt ettt et et e e e e nanens 102
Viewing and deleting user acCoUNt PrivIlEges ...t 104
Creating and CUSTOMIZING FOIES .. ...ttt et et et ettt et e e et e e e e e aneeans 104
Using RADIUS/TACACS to manage PriVileges . . ... oo 107
EXampPIe: Creating @ SUPEIUSE ... ..ttt ettt e et et e et e e et e e et e eaaa e e e an e e eaneeeeaanneaannes 110
Example: Limiting a user's access to one port 0N 0Ne SYSteM ..ot eeaee 112
Importing user, group, and privilege files ... ... e 116
Logs, reports, and diagnNOSTICS. ... 118
Setting up email, auditing, and SUDSCIIPLIONS ... e e 119
Configuring an account to receive email from the Control Center.........ccoiiiiiiiiiiiiiiiiiiiiiieeaans 119
Configuring the account to audit others and to be audited ........ ...t 120
ST 01Tl g {1 1ia Vo i o Jr= 11T o 120
ST0] o1 ed g1 o T1 g T I (0 I =T o o] o £ PP 121

User Guide for Control Center 4



Specifying when and how often the subscriber receives alerts ...... ... 122

VIeWiNg alarms @N0 EVENTS . ... et ettt ettt ettt aaas 124
AV L=, o o T =7 o T o = 125
FaNYZ=T o) (o] VAo [ 18] o N =T oo =P 125
(o Tor= 1 I\ = Ta = To =T gl =Y o T ] i = 127
L= o To T 630 ¢ ) Y20 F= 1o = 127
(=T o o] o Al 1 =T PP 128
[RCET o Lo] @ M= T3] T | 0 o 0 1= 0 1 £ 128
Viewing archive status information for a Local Manager ........c.ocoiiiiiiiii i 130
N e TSI < ] Vo P 131
Viewing Local Manager SYSIOg SetliNg .....coiuiiiiiiiiiii ettt ettt e et ea e eaaneeaanaes 132
Viewing session 10gs and auditing USEIS . ... ittt aaas 134
Local Manager SESSION [0S .. ...t ettt aaas 134
Auditing user activities on the Control CENTEN ... e 134
Sending 10gs 10 TeChNICal SUPPOIT . ... ..o e e e 137
Replacing @ LOCAl MBNAGET .. ...ttt ettt et et et et et et e e e e e e e e e e e eeeenn 138
Shutting down the CoNrol CeNTET . .. ... ettt e e eanas 139
Advanced Control Center Functionality ..........coooiiiiiiiii i e 140
SOCKS PrOXY SUPPONT . . ettt et ettt ettt et ettt e et et ettt et e et e e e ee e e e e e n e e e e e 140
N (0161 1= o 1 140

LU L= T= T [ 141
Serial POrt FOrWaAITING ...t et et ettt ettt et e e e eeas 142
P Y o T U} @7 o] o1 T=Tox 1 o] 1= N PP 142

L 172 T 142
53] o I o o o] 1LY = T o |1 o Vo T 145
LU L= T= T [ 145
[0 €SN 148
Y=t g = LI o o A1V 11 o] T T PP 148
Y o o 10 1 S @] o 1T ¥ o 1 148

L 7= T 148
SMS OUTDANA (PP P O .o e et ettt e et aaan 150
CLI Applet Failover to Managed DeVICE ... e 152
(DL Tot e o] o1 =T g 1= PP 152

L F 7= T | 155
CLI Applet SSH Key AUTNENTICATION ... ..ottt et et anees 155
F N o |81 1] o 1 155

L 7= T 159
ST | 0 o T o S S 160
Getting teChNICAl SUPPOIT .. ... ettt ettt ettt ettt e e e e e eaneeeaas 160
[SLCTo [BT=ES] d] T =T o = Yol ofo U o ) S PP 160

R CETo [ 1T o] gV TS U o] o o] o u 160
Providing comments about this QUITE ... ..ottt aaaes 160

User Guide for Control Center 5



About this guide

This guide describes how to install and work with the Uplogix Control Center.

ﬂ For best results, the Local Manager and the Control Center that manages it must use the
same version of software.

Examples:

A Control Center running version 4.7 or earlier, cannot manage Local Managers that have
been upgraded to version 5.1. A Control Center running version 5.1 can provided limited
management to Local Managers that are using version 4.7 or earlier.

A Control Center running any version 5.1.x software can manage Local Managers running
any 5.1.x software.

Information in this document is subject to change without notice. Please visit
support.uplogix.com for the latest updates to Uplogix product documents.

Target audience

This guide is intended for trained, qualified network support technicians responsible for
installing and using the Uplogix Control Center.

Typographical conventions
The following conventions are used in this guide.

Sample text from the Uplogix LMS command line interface is presented in this font. Text that
you enter is presented in this font. For example:

[admin@A505100303]# show who
admin ssh Mar 22 13:38 (192.0.2.101)

Keyboard characters are enclosed in angle brackets. For example, press <Enter>.

Navigation paths to command equivalents on the Control Center are shown in this font. For
example:

Administration > Server Settings

Menu items and buttons in the Control Center interface are indicated in this font. For
example:

Click Save.
References to other Uplogix documentation are presented in this font. For example:

For a detailed discussion of rules and monitors, refer to the Guide to Rules and Monitors.
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Safety summary

Following all cautions and warnings will ensure your own safety and protect the Control Center
from potential damage or loss of data.

\;{u/ Caution: Follow all federal, state, and local regulations when disposing of this product.

Read and understand the following instructions before using the Control Center:

= Use only electrical extension cords with a current rating equal to or greater than the
Uplogix Control Center’s current rating.

= Always disconnect the Control Center from power before cleaning and servicing.

= Do not spray liquids directly onto the Control Center when cleaning. Always apply the
liquid first to a static free cloth.

= Do not immerse the Control Center in any liquid or place any liquids on it.
= Connect the Control Center to a grounded outlet.
=  Only connect the Control Center to surge-protected power outlets.

= Keep ventilation openings free of any obstructions.

SAVE THESE INSTRUCTIONS.

User Guide for Control Center 7



Uplogix Glossary

Term Definition

Archive Local Managers send bulk data, such as: session logs, device files, change
logs, and all other non-urgent statistical data to the Control Center every 60
minutes (default) using this encrypted HTTPS data communication protocol
on port 8443.

Heartbeat Local Managers communicate with the Control Center every 30 seconds

(default) using this secure HTTPS communication method on TCP port
8443. Device state, alarms and configuration parameters are sent during a

heartbeat.

Local Manager (LM)

A physical device or virtual machine directly connected to managed network
devices and servers and that runs the Uplogix Local Management Software
(LMS).

Pulse

Used by the Local Manager to determine network connectivity by sending
15 bytes of data to an echo server on TCP port 7 (echo) every 30 seconds.
Up to three may be defined — all must fail for the Local Manager to declare

the in-band network is down.

Uplogix 500

The Uplogix 500 Local Manager device is a fixed 5-port model that delivers
advanced remote management capabilities for branch offices and remote
locations on a robust platform. An additional (6th) port is available for power

management connecting to a switched PDU (ServerTech, APC, etc.).

Uplogix 5000

The Uplogix 5000 Local Manager device is a modular chassis model with
higher port density options that delivers advanced remote management
capabilities for larger office and data center locations. The 5000 device has
a power management port used to connect and manage switched PDUs
(ServerTech, APC, etc.).

Uplogix Control Center(UCC)

Centralized point of control for all Local Managers and managed devices
deployed throughout the distributed IT environment. The web-based
graphical user interface (GUI) enables IT administrators to easily manage,
configure, and control all network devices and servers connected to Local
Managers. And access to real time data from these devices is supplied. The
Control Center is also the integration point for all remotely collected data
and diagnostics for upstream delivery to NSM tools such as Solarwinds, HP

OpenView, CA Spectrum, Tivoli, etc.
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Installation and configuration

This chapter covers:

=  Site reguirements—power, temperature, air flow, and related safety information

=  Unpacking and installation—physical connections

=  Provisioning the server—configuration using the setup script

= Completing access and security setup—logging in to the server via SSH connection;
changing the default password

= Port communication—inbound ports

Site requirements
Ensure that the power source:
=  Provides the appropriate line voltage and frequency - 100 to 240 VAC, 50/60 Hz
=  Provides overload protection

= |s connected to earth ground

é Warning: The power source must meet all these requirements to ensure safe and reliable
operation.

Ensure that the installation site meets these requirements:
=  Ambient temperature does not exceed 95° F (35° C)

=  The site provides at least 3 inches (8 cm) clearance beyond the Control Center’s
ventilation openings

Caution: The unit will overheat if the site does not meet these requirements.

User Guide for Control Center 9



Unpacking and installation

Before you begin the tasks in this section, verify your installation site meets all site
requirements.

Unpacking the shipping box
Verify that you have received the following items:
=  Control Center
= Power cords

= Rack mount kit

Installing the server in a rack

The Control Center is designed for installation in a 19-inch rack. Follow the instructions
supplied with the mounting brackets.

cainoh >  Caution: Do not stack the chassis on other equipment. If the chassis falls, it can cause
injury and equipment damage.

Connecting power
To power up the server, complete the following steps:

1. Connect the server to a suitable power source. The Control Center uses dual power
supplies for redundancy.

2. Connect both of the included power cords to the power receptacles located at the right
rear of the server and to A/C power sources.

Caution: The plug-socket combination serves as the main disconnecting device and must
be accessible at all times.

3. Press the power button on the front left to switch the system on.

Connecting the Ethernet port

Connect the lowest number Ethernet interface on the Control Center to your LAN.

Connecting the management console port

To manage the server using the TTY console, connect a serial cable to an Uplogix Local
Manager.

The default speed setting is 9600, 8, N, 1.

User Guide for Control Center 10



Provisioning
Configure the Control Center using one of these methods:
= Connect a standard VGA monitor, a keyboard and a mouse

=  Configure using the console port by connecting your computer directly to the server using
the DB-9 connector on the server’s rear panel. Supported terminal clients include:

= Windows HyperTerminal
s ZTerm (Macintosh OS X)
s Minicom (Unix/Linux)

ﬂ Console default communication settings are 9600 baud, 8 data bits, 1 stop bit, no parity,
and no flow control. Set your terminal emulator to use ANSI encoding for best results.

Log into the Control Center using the emsadmin user account. The default password is password.
To run the initial setup, use the netSetup.sh script located in /uplogix/embassy/.

ajones ~ $ ssh emsadmin@192.0.2.11
emsadmin@192.0.2.11's password:
[emsadmin@ems13 ~]$ /uplogix/embassy/netSetup.sh
Run Setup? (y/n) [y]
Install multi application servers? (y/n) [n]
Interface ethe IP Address: 192.0.2.11
Interface eth@ Gateway: 198.0.2.1
Interface eth@ Netmask: 255.255.255.0
Configure ethl? (y/n) [n]
Disable eth1? (y/n) [n]
Configure hostname? (y/n) [n] y
Hostname: XYZCo_TX
Configure DNS? (y/n) [n] y
Primary DNS Server IP: 198.51.100.1
Secondary DNS Server IP: 198.51.100.2
Tertiary DNS Server IP:
Configure NTP? (y/n) [n] y
NTP Server: 198.51.100.112
Change emsadmin password? (y/n) [n]
Commit? (y/n) y
**xx* Editing /etc/sysconfig/network-scripts/ifcfg-ethe *****
Gateway '198.51.100.1'
Netmask '255.255.255.0'
IP Address '192.0.2.11°
(output removed)

After committing your changes, the server displays messages as it updates the affected files.
Log out when you are returned to the command line prompt.
[emsadmin@ems13 ~]$ logout

If the server's hostname was set or changed, the change does not appear in the command
prompt until your next session.
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Completing access and security setup

The Control Center uses Secure Shell (SSH) v2 software to provide secure remote access.
Your remote client application must also support SSH v2. Use the SSH client to initiate a
secure remote connection to the server.

ﬂ The root account is not allowed to log in via SSH. Use the emsadmin account and supplied
passwords.

Supported Secure Shell clients include:

= PulTY

= SSH® Tectia™

= VanDyke® SecureCRT®

=  SSHTerm for Windows

= iTerm for Macintosh OS X

=  UNIX’s built-in ssh command

For example, from a UNIX command line, type:

ssh emsadmin@192.0.2.0

ﬂ The first time your SSH client connects to an SSH host following installation or upgrade, you
may see an SSH key fingerprint message. This is normal. The client usually caches the key
for subsequent use and warns if the host has changed, often indicating network
eavesdropping.

To ensure security, change the emsadmin password after logging in for the first time. Use the
UNIX passwd command:

[emsadmin@station]# passwd

Enter 0ld Password: ***¥¥kkx

New Password [*¥¥dkksokT] sokkokskkokok
Confirm Password: **¥¥¥¥k*

The emsadmin user has super-user privileges with the sudo command. Review your security
policy to determine if another user account should be created, though the account is limited to
basic IP addressing of the server.

User Guide for Control Center 12



Port communication

The Control Center is designed to receive and respond to requests from Local Managers. The
following inbound ports are used during normal operation.

Port Usage Description

TCP 443 HTTP, provides access to the Control Center GUI

TCP 8443 Heartbeat and Archive, used for communication between Control Center and Local
Managers

TCP 7 Echo, used by the Pulse feature

TCP 22 SSH, used to connect to the Control Center CLI

TCP 80 HTTP, provides access to the Control Center GUI, redirects to 443

UDP 123 NTP, provides NTP servers to managed devices

ﬂ TCP 443 and TCP 8443 are required for normal Control Center and Local Manager
interactions.

User Guide for Control Center
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Working with the web interface

A web interface is provided with the Control Center. Minimum requirements for the interface
are Internet Explorer 7.0 and Firefox 3.6, with 128-bit encryption and the Java applet 1.5
plug-in. Recommended browsers include the latest stable release of Internet Explorer, Firefox,
or Google Chrome.

This chapter covers basic information about the web interface:
= Logging in—start a session via a web browser

= Navigating the web interface—screen layout and navigational cues

= Entering information—things to know about typing in text fields

=  Printing—capture the current view

Logging in

Direct a browser to http://ipaddress, where ipaddress is the address of the server. Requests
made to port 80 (http) of the Control Center are redirected to port 443 (https).

ﬂ Your browser is likely to present a strong warning stating that the site’s security certificate
was issued for a different IP address. This is normal. The message will disappear if the
presented certificate is accepted by the device or once a valid certificate is installed.

The browser displays the login screen.

F’ “
b.ud
hd

Uplogix Control Center

—

passwore: |

Capyright 2013 Liplagix Ine.

Al Rights Reserved. Uplogix and s respocive logos are ratemarks of Uplogix, Inc.
in the Unéied States and othar |urisdicions. This product is protacind by U.S Patent
7512677 and ofer patants pending. The programs induded herin an subject o a
resiricied usa licensa and can only be used in conjunclion with his application.

Log in using your username and password. Both are case-sensitive. If setting up the Control
Center for the first time, log in using the default username and password as follows:

Username: administrator
Password: password

ﬂ For security purposes, it is recommended that you immediately change the administrator’s
password, create a user with administrative authority, and disable the account. For
information on setting passwords and disabling accounts, see Creating and editing user
accounts.
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Once successfully logged in, the Alarms page appears if there are active alarms. Otherwise,
the Dashboard page is displayed.

FY
(LI Uplogix Control Center
o

Dashboard Inventory Alarms Schedule Reports Administration
Alarms

b Search -

Last Occurrence *  Duration Appliance Device Context Message

07HM2/2013 11:53 67d 22h 31m Pasadena porid/1 (native) TCP driver connection
07M2/2013 11:53 43d 14h 32m Pasadena NTP server invalid. ("2
071272013 11:53 43d 14h 32m Pasadena System and managem

3 items found, displaying all items.

Navigating the web interface
The Uplogix web interface presents four areas:
e The information bar shown at the top of the screen
e The navigation bar which displays the six main tabs

e The contextual left navigation which displays additional menu items

e The work area showing information or fields for input entry.

Information Bar —._

.

~— Contextual Left Navigation
Navigation Bar ) N

1] F Help | Profile | Logout
(U Uplogix Control Center Welcome ajones - 09/12/2013 19:58 UTC

\ inventory Alarms Reparts Adminisraton Search [N 2 i

Asminisiration > Sarver Selings

Server Settings =3

= Install Information

P: 20301133
Hosiname @ms?3.uplogix
Vorsion: 463
Build D 22812 (20130214:015201)
nstall Date; Feb 20, 2012 4:40 PM
License Suppor: 10 systems, 2 virual ports (In Lse: 1)

._ ~ Basic Seitings

Login Bannar

Session Timeout: 30 mnles
Time Zona: | (-6:000 US/Central L]
Use DST: @

Work Area —

Information bar

The information bar shown at the top of the screen displays the time and date as well as links
to help, editing your user profile, and logging out of the Control Center.
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Navigation bar

The navigation bar displays six tabs providing access to a set of related tasks and information.
The active area is indicated by the highlighted tab.

= Dashboard—Displays brief summary information, alarms, and events for user selected
Local Managers.

= Inventory—Displays the organization of your Uplogix deployment, including inventory
groups and individual Local Managers.

= Alarms—Displays a summary of active alarms.
=  Schedule—Use to define actions not triggered by rules.

= Reports—Provides access to create report assignments, view report files, and sort reports
by label.

= Administration—Provides access to auditing, user administration, and configuration
functions.
Contextual left navigation

The contextual left navigation displays additional menu items specific to the section of the user
interface.

ﬂ The controls available to you are based on the privileges assigned to your account.
Unavailable items appear in gray. Mouse over a gray item to show a tooltip of the missing
privilege.

Breadcrumb navigation is provided at the top of the work area throughout the Control Center.
For example, when viewing the Detail page for a Local Manager, the following navigation
displays:

Inventory > XYZco_TX> Region 1 > A505100303
Each element is a link to another page, allowing you to move quickly between pages.
Some parts of the user interface are displayed in different ways depending on the browser you
use.
Work area

The work area displays information and provides input fields to update or reconfigure the
Control Center or Local Manager.

Entering information

Some features require you to enter text - for example, when creating a user account you must
enter a user name and may choose to enter a description.

Use only printing characters to complete text fields. Spaces may be used in descriptions, but
not in naming accounts, roles, or other information that users may work with from an
individual Local Manager's command line.

User names and passwords are case-sensitive. If you create a user account named ajones, the
person will not be able to log in as Ajones. Some other information is case-sensitive as well.

User Guide for Control Center 16



Printing

The Uplogix web interface provides a Print icon in the information bar.

Help | Profile | Logout
Welcome ajones - 07/12/2013 12:05 UTC

Administration Search

Use Print to print the current contents of the work area. If a suitable PDF creator printer driver
is installed, use the Print icon to save the current view as a PDF file.

User Guide for Control Center 17



Managing the Uplogix Control Center

This chapter describes the Administration > Server Settings selections.

r
(L2 Uplogix Control Center
hod

Dashboard Inventory Schedule Reports Administration

Administration > Server Settings

i Server Settings
ALK Settings
File Archive + Install Information
Groups
IP: 203.0.113.86
fmport Hostname &msi13.uplogix
Lipensis Version: 4.7
Roles Build |D: 24370 (20131113:040416)
Server Privileges Install Date: Nov 25, 2013 11:05 PM
Server Settings License Support: 10 systems, 0 virtual ports (In Use: 0)

Users

» Basic Settings

» Mail Settings

» SNMP Settings

» Send Logs

This chapter covers:

Install information—obtain the IP address, hostname, version, and build

Setting the login banner—add a custom message on the login screen

Setting the Web session timeout—change the default Web session timeout

Setting the time zone—make adjustment for daylight saving time

Configuring mail settings—specify a mail server and originating address for outgoing
messages

Configuring SNMP_settings—specify an SNMP server

Send logs—send logs from the Control Center

User Guide for Control Center 18



Install Information
Administration > Server settings > Install Information

The install information lists the IP address, hostname, version of software currently installed,

software build, date of software installation, and the number of Local Manager licenses on the
server.

Basic Settings
Administration > Server settings > Basic Settings
Use Basic Settings to set the:
= Login Banner—specify text to be displayed in the Control Center login screen

=  Session Timeout—set the Control Center inactivity timeout

= Time Zone—set the system time zone

Setting the login banner

Specify the text to display in the Control Center login screen. Line breaks entered in this text
box are ignored.

Use only printing characters in the banner and other text fields. Spaces are considered
printing characters.

3 . Help | Profile | Logout
{LIZ Uplogix Control Center e

Welcome administrator - 12/31,/2013 16:15 UTC|
Dashboard Inventory Alarms Schedule Reports Administration  Search _ = Print

Appliances

Server Settings [ Save |
AdA Settings
File Archive ¥ Install Information
Groups

|P: 203.0.113.6

e Hostname ems13.uplogix
Licenses version; 4.7
Rolea Build ID; 24370 (20131113:040416)
Servur Priviloges Install Date: Mov 25, 2013 11:06 PM
Server Settings License Support: 10 systems, 0 virual pons (In Use: 0)
Users

« Basic Settings

Login Banner; !Unit 115A
Southwest Region
Unauthorized Access Prohibited

Session Timeout: |30 minutes
Time Zone: | (-6:00) US/Central 1@
Use DST:
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Click Save and the new banner displays on the login screen.

Unit 115A Southwest Region Unauthorized Access Prohibited

UserNome: (N

—

Login

Copyright 2013 Uplogix Ina.

All Rights Reserved. Uplogix and iis mspecive logos am imdemariks of Uploghx, Inc.
In the United Siates and other jurisdicions. This product is protecied by ULS Palent
7512 67T and other patents panding. The programs included heredn are subjact o a
resticied use license and can only ba used in conjunciion with this application.

Setting the Web session timeout

By default, Control Center sessions time out after 30 minutes of inactivity. If this does not
meet your organization's needs, change the value for Session timeout. You can set the
timeout to any integer value from 5 to 1440 minutes (24 hours).

Once finished making changes, click Save.

The session timeout for Local Managers is set separately. To set the Local Manager timeout
across the inventory or within an inventory group, see Creating default Local Manager
settings. To set the timeout on individual Local Managers, see Configuring a Local Manager.

ﬂ If your session times out, you will be logged out but any operation in progress will not be
affected. When you log in again, you are returned to the same page.

Setting the time zone
Correct Control Center time is critical and should be provided by an NTP server. Set or change
the IP address of the NTP server when running the setup script. See Provisioning.
Daylight Saving Time adjustment

Although the Control Center uses UTC in timestamps for alerts and events, it can be set to
show local time in generated reports. Select Use DST if you desire to adjust Daylight Saving
time in reporting.

Once finished making changes, click Save.
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Configuring Mail Settings
Administration > Server settings > Mail Settings

The Control Center can be configured to send alerts and reports by email. A mail server should
be configured with a valid IP address and authentication settings. For more information, see
Setting up email, auditing, and subscriptions.

» Mail Settings

Mail Server: | mail.xyzco.com
Mail Server Port: | 587
Mail User: |alerts@uplogix.com
Mail Password: |ssssssss
Confirm Mail Password: |ssssssss
From Address: |alerts@uplogix.com
Prefer SSL for sending Email:
Send a TestEmall p

To verify the email settings are configured correctly, click Send a Test Email to open the test
email form. At a minimum, provide a valid email address where the test message should be
received. Click Send Test Email to send the message.

Send a Test Email «

Recipient. |root@xyzco.com

Subject; |Test

Test email
Message:

Send Test Emall Email successfully sent

Once finished making changes, click Save.

Configuring SNMP Settings
Administration > Server settings > SNMP Settings

During normal operation, the Control Center receives Alarm and Event information from
managed Local Managers. If a third-party SNMP management tool has been set up to listen for
SNMP traps, the Control Center can be configured to forward alarms and events it receives as
SNMP traps. These SNMP traps will have the source IP address of the Local Manager the alarm
or event came from. If a Management IP address is specified for a managed device, the source
address for the trap will reflect it when an alarm is generated for the managed device.

* SHMP Settings

Use SNMP:
Primary Host Mame: |203.0.113.250
Primary Port, | 162
Primary Read Community: |public
Secondary Host Mame: |203.0.113.252
Secondary Port, | 162
Secondary Read Community: | public]

User Guide for Control Center 21



Once finished making changes, click Save.

Traps will be sent for alarms and events for all Local Manager resources (system, modem,
power controller and all serial ports) by default. You can indicate which resources should
generate traps in the Trap section of the SNMP configuration page for an inventory group or
for a Local Manager.

Send Logs

Administration > Server settings > Send Logs

Users can send logs from the Control Center by entering a valid email address and clicking the
Send Logs button. These logs may be helpful to the Uplogix support team if they need to
troubleshoot an issue with the Control Center. To send logs to the Uplogix support team,
enter the email address support@uplogix.com.
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Managing the deployment

The Control Center provides a central location for the configuration and monitoring of deployed
Local Managers. This chapter describes the organization scheme, CLI to GUI relationships, and
Local Manager specific data display.

The groups mentioned in this chapter are inventory groups, not user groups.

ﬂ For best results, Local Managers and the Control Center that manages them must use the
same version of software.

This chapter covers:

= Inventory groups and inheritance—how changes propagate through the inventory

= Viewing the inventory—displaying only the information you need

=  Organizing inventory groups—working with groups and moving Local Managers among
them

=  Working with the dashboard—keeping track of key information by groups of Local
Managers

= Managing licenses—applying licenses you purchase

ﬂ For most of the tasks described in this chapter, a role on the Control Center that includes
the config inventory privilege is required, such as the admin role. For more information, see
Adding server privileges to accounts and Adding inventory privileges to accounts.
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About inventory groups and inheritance

Use the Control Center to manage Local Managers by group. Defining and applying user roles,
rules, and tasks across large numbers of Local Managers in physically separate locations,
reduces the need to repeat the same operations on each unit and the risk of introducing the
variations that can occur during manual operations.

By grouping Local Managers, all members of any inventory group can be treated the same
while each inventory group can be treated differently. Many of the tasks that the Control
Center manages, such as assigning user roles and defining rules, can be performed at the root
level or within any child group. All members of the inventory group and its child groups
automatically inherit the newly created information.

By default, the server provides the Your Company root group, which can be renamed, and
the Unassigned Group, which is not editable. Neither of these can be deleted.

New inventory groups can be created within the root group. These child groups may also be
nested. Groups may be based on any criteria that help organize your deployment. Local
Managers can be reassigned from one group to another at any time.

In this example, the root group has been renamed XYZCo_TX and contains three inventory
groups: Austin, Dallas, and Houston. The Austin inventory group contains two child groups of
its own: bldgl and bldg2.

Local Managers have been added to each of the inventory groups (Austin, Dallas, and
Houston). In the case of the Austin inventory group, each Local Manager has been added to
one of the two child groups within Austin. One Local Manager, xyzsa0O1l, has been assigned
directly to the root group.

The Unassigned group contains a Local Manager that has been configured to use this Control
Center, but has not yet been assigned to an inventory group.

Help | Profile | L4
Welcome ajones - 10/22/2013 16:

{g} Uplogix Control Center

Administration

Inventory

» Search

Status CON ETH P Uptime Last Alarm Last Event

w XYZGo_TX
w Austin
w bldg1
b A405100033 [eu™]
b A405100038 =B 1s
i A405100070 el
- bldg2
il A405100043 (1] (o] @ 196.51.100.1 6d 8h 1s 1s
o A405100051 &S
w Dallas
fh /405100067 =B 15
b A405100065 (o
+ Houston
rijy Pasadena
b A405100026

w Linassignad

w -] ] 172.30.51.102 4d 4h 1h 11m 49m 565

:JZ.E:AEUB‘::)‘-B‘-S (@] (-] 196.51.100.2 13m 12s
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A collection of default port settings for Cisco model 3925 within the Austin inventory group of
XYZCo_TX can be created. All Local Managers within the Austin inventory group and all child
groups inherit these default port settings.

If a Local Manager is added to the bldg2 group, it inherits the Cisco 3925 default port settings
from the Austin group. Similarly, if a child group is added to the bldg2 group, it also inherits
the Cisco 3925 default port settings from its parent group.

If a child group, such as bldgl, already has Cisco 3925 default port settings before the Cisco
3925 settings are created in the Austin group, the child group retains its original Cisco 3925
default port settings by default. You can choose to overwrite existing settings in child groups.

Local Managers within the Unassigned group do not inherit any settings; they are outside the
inventory's root group.

ﬂ If default settings are deleted from a group, child groups retain the settings.

Viewing the inventory

Inventory

To view an expandable tree view of inventory, select the Inventory tab.

FY
(LIl Uplogix Control Center

Dashboard '

Reports Administration

Inventory

» Search 4

Status CON ETH IP Uptime

» Your Company

¥ Unassigned

=  The current organization of your deployment is shown, including inventory groups and
individual Local Managers. Initially, the Inventory list shows only the two default groups,
Your Company and Unassigned.

= The inventory is sorted alphabetically.

= To search for a specific Local Manager, enter its hostname in the search box at the top of
the inventory pane.

=  To view the contents of an inventory group, click the expand icon * to the left of the
inventory group name.

= To view the group details, click the group name and the group detail page displays.

s All functions concerning inventory groups can be accessed from the group detail page
= A gray icon indicates the group is empty.
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The icons beside each entry denote status or other information.

Icon Description

[ Inventory group is collapsed.
e Black arrow indicates the group contains at least one Local Manager or child group.

e Gray indicates the group is empty.

* Inventory group is expanded, listing the Local Managers and child groups.

i The Local Manager has communicated within the past four heartbeat intervals. The default

interval is 30 seconds.

il No communication has been received from this Local Manager within the past four heartbeat

intervals.

This unit is communicating in minimal heartbeat mode. Commonly indicating local managers

using an older version of Local Manager software.

This unit is communicating over the Outband (out-of-band) connection.

iTH The unit has been manually added (pre-provisioned) to the inventory, but has not yet

contacted the server.

Organizing inventory groups

Use the Inventory tab to organize and manage Local Managers by inventory group.

b
3 Uplogix Control Center
E

Administration

Inventory

b Search

Status CON ETH IP

» Your Company

» Unassigned

= Most management operations occur at the group level.
= To view the group details, click the group name and the group detail page displays.

= All functions concerning inventory groups can be accessed from the group detail page
= A gray icon indicates the group is empty.

= Inventory groups are always visible regardless of your privilege settings.
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This section covers:

=  About the Unassigned group

= Editing an inventory group

= Adding an inventory group

=  Reassigning an inventory group

=  Deleting an inventory group

= Adding a Local Manager

= Reassigning a Local Manager

= Removing a Local Manager

About the Unassigned group

Executing the config system management command on a Local Manager places it under
management by a Control Center. The Local Manager is then placed in the Unassigned group
on the Control Center, unless you have already created a placeholder for it in another group.
See Adding a Local Manager.

i
(L2 Uplogix Control Center

Dashboard

Inventory

b Search

Status CON ETH IP
» Your Company
w Unassigned
tfii: Pasadena (») @ 17

Unlike other inventory groups, the Unassigned group does not provide management
capabilities. To manage a Local Manager, it must be reassigned from Unassigned to another
inventory group. See Reassigning a Local Manager.

The Unassigned group cannot be deleted or edited and Local Managers cannot be reassigned
to it.

To place a Local Manager in the Unassigned group, delete it from another inventory group. At
the next heartbeat, the Local Manager appears in the Unassigned group.
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Editing an inventory group
Inventory > Group

The name and description of the root group and any inventory group you add can be edited.
Changes to the name or description affect only the selected inventory group. Child groups or
Local Managers within the inventory group are not affected.

To edit an inventory group name:

1. Click Edit on the Group Detail page.

F
(LI Uplogix Control Center

Dashboard Inventory Alarms

Inventory = Your Company > Detail

Inventory Group: Your Company
This is the root group. the name may be edited to reflect your company name. Note: Tl

2. Edit the Name or Description as needed.

- Name is required.
- Description is optional.

|
il Uplogix Control Center
hd

Dashboard Inventory Alarms Schedule Reports Administration

Inventory > Your Company > Edit

Inventory Group: Your Company
This is the root group. the name may be edited to reflect your company name. Note: This group can not be deleted

Summary

Update Inventory Group [ Save |
w Configuration

#ppie Name: |XYZCo_TX |

Sz Description: | This is the root group. 1|
Authentication E - Hinnl

3. Click Save.

ﬂ Use only printing characters when completing text fields. Spaces are considered printing
characters.
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Adding an inventory group

Inventory > Group

ﬂ Groups cannot be added to the Unassigned group.

To add an inventory group:
1. Navigate to the group in which a new child group is to be added.

2. Click Add in the Child Group area, the Create Group page displays.

FY
il Uplogix Control Center
o

Inventory = XYZCo_TX = Detail

Inventory Group: XYZCo_TX

Example Customer

5
S Inventory Group: XYZCo_TX
w Configuration

Applet « Inventory Group Children
Archive

Authentication Child Group

Banners There are no chid groups.

Default Port Settings =

-

Email

3. Enter a Name and optionally, a Description of the new inventory group.

- Name is required and must be unique within the entire inventory hierarchy.
- Description is optional.

FY
LIl Uplogix Control Center
hd

Dashboard Inventol Alarms Schedule Reports Administration

Inventory > X¥ZCo_TX > Create Group

Inventory Group: XYZCo_TX
This is the root group. the name may be edited to reflect your company name. Note: This group can not be deleted

Summary
Create Inventory Group [ Save |
» Configuration
» Reports Mame: E._».ﬂtu-s.t"il-'l

Description: | Engineering Group

-
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An inventory group name cannot be duplicated at a different level or within a different
parent group.

ﬂ Use only printing characters when completing text fields. Spaces are considered printing
characters.

4. Click Save. The inventory list and detail is automatically refreshed. If the parent group
was previously empty, its expand/collapse arrow changes from gray to black in the
inventory tree view.

Help | Profile | Logo
Welcome mhoward - 02/18/2009 14:52 L

ry
{LIl Uplogix Control Center
L

Inventory Schedule Reports Administration 1= Print
Inventary = XYZCo_TX = Create Group

Inventory Group: XYZCo_TX

This is the root group. The name may be edited to reflect your company name. Naote: This group can not be deleted.

s
it Create Inventory Group [ Save |

» Configuration
» Reports MName: ._Austin

Description: | Engnesing Group

Reassigning an inventory group
Inventory > Group

All groups, with the exception of the root and Unassigned groups, can be moved to another
parent. Reassignment includes all of the child groups and Local Managers assigned to the
inventory group.

To reassign an inventory group:

1. Click Reassign on the Group Detail page, the Reassign page displays.

FY
(LI Uplogix Control Center
b

Dashboard Inventory Alarms Schedule Reports Adm|

Inventory > XYZCo_TX > Austin > Marketing > Detail

Inventory Group: Marketing

Edit Remove Remove Including Children

Summary
Inventory Group: Marketing
» Configuration

» Reports w Inventory Group Children

Child Group
T
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2. The New Parent list displays any available inventory groups. Only the current parent
and Unassigned group are not shown. Select the new parent from the menu.

Y
(L2 Uplogix Control Center

Dashboard '.TrI'VEI'ﬂ.DrY Alarms Schedule Reports Administration

Inventory > XYZCo_TX > Austin > Marketing > Reassign

Inventory Group: Marketing

S Reassign =3
p Configuration
b Reperis L ccourts Recenable —
Dallas
Houstan
Northwest Houston
San Antonio
Southeast Houston
‘Waco
XYZCo_TX

3. Click Save. The inventory list is automatically refreshed and displays the new location
of the inventory group.

Deleting an inventory group
Inventory > Group

An inventory group can be deleted from the Control Center using one of the following
methods:

= Click Remove to move all the child groups and Local Managers into the parent group prior
to deletion. For example, clicking Remove on the screen below would move all the
members of the Marketing inventory group into the Austin group before Marketing would

be deleted.
ol .
(LIl Uplogix Control Center
hd
Dashboard Inventory Alarms Schedule Reporis Administration

Inventory = XYZCo_TX > Austin = Marketing > Detail

Inventory Group: Marketing

m Reassign Remove Including Children

Summary
Inventory Group: Marketing
» Configuration
» Reports » Inventory Group Children

| Child Group Descri
r

= Click Remove Including Children to delete the group and its child groups. For example,
clicking Remove Including Children on the screen above would delete the Marketing
inventory group, any child groups, and any Local Managers assigned to the Marketing
inventory group. Deleted Local Managers return to the Unassigned group when they re-
establish contact with the server at the next heartbeat.

Caution: There is no delete confirmation.
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Adding a Local Manager

A management relationship must be established before the Control Center can manage a Local
Manager.

A placeholder can be set up for the Local Manager beforehand, so the Local Manager is
automatically added to the appropriate group when it contacts the server.

ﬂ If user accounts have been created on the Local Manager, they are deleted when the
Control Center adds the Local Manager to its inventory.

Creating a placeholder on the Control Center (optional)
Inventory > Group

Create a placeholder in advance to add the Local Manager directly to the inventory group of
your choice. Users with the appropriate privileges within that group can manage the Local
Manager as soon as it contacts the Control Center. The Local Manager also inherits the
configuration settings, privileges, roles, rules, preferences, and other defaults from that
inventory group.

This step can be performed before the Local Manager is physically installed.
To create a placeholder in advance:

1. Obtain the serial number of the Local Manager to be added. Find this number by
issuing the show version command from the Local Manager's command line or by
referencing the plate on the bottom of the 430 or 3200 Local Manager or the back of
the 500 or 5000 Local Manager.

2. Select a group from the inventory list and the Group Detail page displays.

FY
(L2 Uplogix Control Center
L

Dashboard Inventory Schedule

| Inventory > XYZCo_TX > US > Texas > Austin > Building 1> Detall

; Inventory Group: Building 1
[ eaie |

| bllicnd Inventory Group: Building 1
| = Configuration
| Mpplet ¥ Inventory Group Children
: Archive
| Authentication Child Group
Banners There are no child groups.
| Default Port Setlings
| D as [ Add ]
| Email
| Environment
| Export ~ Appliance Children
LCD
| Modem Appliance IP

| NTP
OS5 Policies

| Passwords -

| alel e}

There are no appliances in this group.
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3. Click Add in the ‘Appliance Children’ section.

4. Enter the serial number of the Local Manager and optionally, a description.

F
(L2 Uplogix Control Center

Dashboard Inventory Alarms Schedule Reports

Inventory > XYZCo_TX > Austin > Building 1 > Create Uplogix

Inventory Group: Building 1
[edit | Reassign | Remove ]

Summary

Create Uplogix | Save |

Appliance Serial Number: |A500100061
Description; | Pasadenal |

w Configuration

Applet

Archive

Authentication

Banners

ﬂ Use only printing characters when completing text fields. Spaces are considered printing
characters.

5. Click Save to add a placeholder for the Local Manager. The Group detail page is
automatically refreshed and displays the Local Manager.

i Uplogix Control Center

Dashboard Inventory Alarms Schedule

Inventory > XYZCo_TX > US > Texas > Austin > Building 1 > Detail

Inventory Group: Building 1
[cdit | Reassign

Summary
Inventory Group: Building 1
w Configuration

Applet * Inventory Group Children
Archive

Authentication Child Group

Banners There are no child groups.
Default Port Setiings

B [ Add

Email

Environment

Export * Appliance Children
LCD

Modem Appliance IP Hostname

NTF A500100061
O3S Policies

Passwords

nnn
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6. If the Local Manager is selected to view the detail page, its symbol appears in black.

This is because there is no communication between the server and the Local Manager
at this point.

r

Il Uplogix Control Center

Welco

Dashboard Inventory Alarms Schedule Reports Administration Search

Inventory > XYZCo_TX > Austin > Building 1 > A500100061 > Summary

®A500100061 9 This appliance has never contacted the server.

et | =z

Sy, ~ Appliance Status: COMN: O ETH: 0 CPU:

Alarms

= Description: xyzcoAus(01 IPv4 Address: IPv6 Address:

venis

Serial#: A500100061 Model: Last Login: ********

Scheduled Tasks Version: 0.0 Temp C: ******** Uptime:
Session Logs Build #: TempF: picid Last Heartbeat: ********
SLV Stats 0OS Version: Humidity: ******** Last Archive: ********

w Configuration

Appiat

+ Properties
Archive

Authentication AR
Banners

Default Port Settings
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Configure the Local Manager to use the Control Center (required)

From the Local Manager’s command line interface, issue the config system management
command. Use the IP address of your Control Center in place of the IP address shown in the
following example:

[admin@pasadenal# config system management

--- Existing Values ---

Use Management Server: false

Server Hostname or IP: 127.0.0.1

Server Port: 8443

Heartbeat interval (seconds): 30

Heartbeat Band: all

Always use minimal heartbeat: false (may only be configured on UCC)
Last successful heartbeat: (not yet contacted)
Change these? (y/n) [n]: y

--- Enter New Values ---

Use Management Server: (y/n) [n]: y

Server Hostname or IP: [127.0.0.1]: 192.0.2.11
Server Port: [8443]:

Set ntp location to 192.0.2.11: (y/n) [y]:
Heartbeat interval (seconds): [30]:

Heartbeat Band: all

Do you want to commit these changes? (y/n): vy
Enabling NTP to point to 192.0.2.11

If a placeholder has already been set up in the inventory, once the Local Manager executes a
full Heartbeat the black icon for the placeholder turns green and the serial number is replaced
by the hostname of the Local Manager (if one has been configured on the Local Manager). The
default heartbeat interval is 30 seconds.

FY
Ll Uplogix Control Center
b

Dashboard

Inventory

b Search

Status CON ETH IP Uptime LastAlarm Last Event
- XYZCo_TX
w Austin
w Building 1
[E:F'asadena O @ 198511004 43d 16h
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If a placeholder has not already been set up in the inventory, the Local Manager is placed in
the Unassigned group.

FY
(Ll Uplogix Control Center
hod

Dashboard Inventory Alarms Schedule Reports
Inventory
» Search .

Status CON ETH IP Uptime Last Alarm Last Event
p XYZCo_TX

w Unassigned

[g] Pasadena ) [ 182.0.2.1 13d 23h

ﬂ The Local Manager cannot be managed while in the Unassigned group. It must first be
reassigned to another inventory group. See Reassigning a Local Manager.

Reassigning a Local Manager

Inventory > Local Manager Page

A Local Manager can be reassigned from the Unassigned group to another inventory group.
Remember that a Local Manager in the Unassigned group cannot be managed.

To reassign a local manager:
1. Select the Local Manager from the inventory list.

2. Click Reassign from its detail page.

re
(L Uplogix Control Center

Dashboard Inventory Alarms Schedule Reports Administration Search
Inventory > L igned > Pasad, =5 Y
tiJy Pasadena (192.0.2.1)
Last Alarm: 1d 8h
- -

il + Appliance Status: OK CON: ™ ETH: @ CPU: 18/18/18

Alarme

& Description: IPv4 Address: 192.0.2.1 IPvE Address: 20

vents

Serial #: A505100584 Model: Uplogix 5000 Last Login: ***

Sohadiled Yasi Version: 4.7 Temp C: Uptime: 13
Sassion Logs Build #: 20131105:045648 Temp F: Lol Last Heartbeat: ***
SLV Stats 0S8 Version: 4.7.0.24343 Humidity: ****=*** Last Archive: ***

» Devices
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3. Available inventory groups are shown in the New Parent list. The only groups not
shown are the current parent and the Unassigned group.

FY
(L Uplogix Control Center

Dashboard Inventory Alarms Schedule Reports Administration

Inventory > Unassigned > Pasadena > Reassign

:g: Pasadena (192.0.2.1)
Last Alarm: 1d Bh

e |
Summary
Reassign m

Alarms
Events Mew Paren| v Austin |
Scheduled Tasks Building 1

Building 2
Session Logs Dallas
SLV Stats HOHSon:

San Antonio

p Devices ¥YZCo TX

4. Select the new parent group and click Save. The Local Manager appears in the
appropriate group of the inventory list.

ﬂ While there is no function for moving a Local Manager into the Unassigned group, this can
be done by deleting the Local Manager. If it is still configured to use the Control Center, it
will reconnect on the next heartbeat and will then be placed in the Unassigned group.
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Removing a Local Manager

Inventory > Local Manager Page

A Local Manager can be removed from the inventory. To remove a Local Manager from

inventory:

1. Click Remove from the Local Manager page.

r
(L Uplogix Control Center

Dashboard Schedule Reports Administration

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Summary

:g; Pasadena (192.0.2.1)
Last Alarm: 1d 9h

[t | schedule Task | edit |

Simmaoy ~ Appliance Status:OK CON: (™  ETH: @  CPU: 1611717

Alarms

e 58  Description: IPv4 Address: 192.0.2.1
Serial #: A505100584 Medel: Uplogix 5000

Scheduled Tasks Version: 4.7 Temp C: N/A

Session Logs Build #: 20131105:045648 Temp F: N/A

2. Most of the information about the Local Manager remains in the database. If the Local
Manager subsequently contacts the server, it is placed in the Unassigned group. This

happens if the Local Manager remains connected and configured to use the Control

Center.

3. To set the Local Manager to operate without management by the Control Center, log
into the Local Manager and issue the config system management command:

[admin@xyzcoAus@1l]# config system management
--- Existing Values ---

Use Management Server: true

Server Hostname or IP: 192.0.2.11

Server Port: 8443

Heartbeat interval (seconds): 30

Heartbeat Band: all

Last successful heartbeat: ©7/03/2013 19:54:09 UTC (Full)
Change these? (y/n) [n]: y

--- Enter New Values ---

Use Management Server: (y/n) [y]: n

Disable NTP also? (y/n) [y]: y

Do you want to commit these changes? (y/n): vy

4. You can also do this by selecting Server from the Configuration tab.
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Working with the dashboard
Dashboard

The Dashboard helps keeps track of key information for a selected group of Local Managers.
The summary information of the selected Local Managers, as well as their ten most recent
alarms and events, is displayed. The dashboard can also provide information to users with
limited access to the Uplogix deployment.

To add a Local Manager to the dashboard, select the hostname from the dropdown menu and

click Add.
F"‘ .
(LI Uplogix Control Center
hd
Dashboard Inventory Alarms Schedule Reports Administration
Dashboard
7 Ato1t00sss | E)EEEIN
A303151315 e
Bammel | Th:rms I
rrently tracking any appliances. it

The Dashboard helps you track appliances you have permission to and
care about. Try adding an appliance from the pulldown above to begin
viewing summary information about it. The top 10 most recent alarms
and events will be displayed. If you are not sure what appliances you
want to follow, try clicking 'Add All'.

If you don't have any appliances to choose from please contact your
server administrator for assistance.

Events
There are no events.

ﬂ Available Local Managers are limited to ones you have permission to view. If no
Local Managers appear in the selection menu, contact your server administrator for
assistance.
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Managing licenses
Administration > Licenses

Each Control Center is initially configured to support a maximum of ten Local Managers. By
purchasing additional licenses, more management capability and advanced functionality can
be added to the Control Center.

N
(LIZ Uplogix Control Center

Dashboard Inve ntory Alarms

Administration > Licenses

Apphances
AR, Sottings

Licenses

By default the management server supporis 10 syslems

File Archive -
- Remove | Y

Groups

Licenses

Import I
| Thare are no kcenses

Licanaes

Control Center licenses:

= specify the maximum number of managed Local Managers which limits the number of
units that can be moved from the Unassigned group.

= may include Service Level Verification (SLV) features which specify the number of Local
Managers on which SLV can be enabled.

= may include virtual port features which specify the number of virtual ports that can be
created on Local Managers throughout the deployment.

= are not cumulative. The most recent license takes precedence if multiple licenses are
present.

To apply a license, copy and paste the license text and click Save.

.|
{2 Uplogix Control Center

Dashboard Inventory Schedule Administration Searcl

Administration = Licenses = Add License

Appliances

Add License [ save |
Abh Settings
File Archive License [~——— LICENSE —-—-
Groups Text [gly.systems=15
|server.systems=15
Import |wirtual.ports=50
Licenses |giv.gxpirationDate=01/01/2017 00:00:00
|customer=XYZ Corp TX
Rais |--- SIGNATURE --—-
SerierPrvieies |MIAGCSqESIb3DREHAGCAMIACAQEXDZANBylghkgBZQMEAGMFADCABkanki

|GoWOBBWGoQCSARAARRANANT IDCDCCAWQWogH=0AMCAQICEP Jus DewDQY JKa
|ZIhveNAQENBQAWHIEcMBoGA1UEAXMTVXEsb2dpeCBZZWXmLXNpZ2 51 ZDAeF
Users | wOWNTASMIMWMDE SMzha FWwOXMDASM] QWMDE 5MzhaMB IXEDROBGNVBAMIB3VY
|bGonaXowogEiMROGCSaG5Ib3DQEBAQUAR4 IBDwAWggEKAQIBAQDL  aUEd22
'wX3F+Q§§}bquSbHAQEZcvaQQuf4JrqzaS+GIAqu303075jGlNuyhUQKW
|PORLY7¥noLOI+fPzWDuNECLbuCATIa2 /bgkRASRUCDIKiOjgnRTMMg82G5el
| ¥NUd57TVRRBBGmAUL 8Afps,/1fRZORT91yUbn15bTeoCD4Py6zxt/ QzpbEXNn
|moFadVG2we3YebT ST TASIHSVNdAKrTEYaZ/1AaTagPT6X1sbgZTzJvC46FD
| SxLt8swPQZzVO051WXBEmDE 9Jo0+KBj e04HPiP3VooU+nmEVDZAF3Vehhl/E
|Lp21vaaY6onDOiQIsZOBFS5pKSheZPJqRawT IfAGMBALG VI BUMAWGA1UdE
|WEB/wQCMARWDGYLVROPAQH,/ BAQDAGWgMBYGA1UdIQER/ wRMMA0GCCSGRQUE
| BWMBMBWGA 1 UdEQQVRNgZ 69 sbGFyQHVWbGInaXquY2 StMAOGC S5 Ih3DQE
|BDQUAR4 TBAQCWVXiSpriNyY0SBlurc3dPag8 qWRVT 60YNnN4TX12dERNIKM
é342AJQSZdUCFGPmDY51ENMNQSE:SquSkaEKSSBHODGWVjCUluurXafg&B
|U=28e5Anfidg2eCnFpFvyPSEnCMzQEQXp VRN IvIVrQUW1dIES6GEp  Ogridn
;KIcJllUdchSc7i04QVOHTYUwiZxochquQdIHEEDSPDw52515VuTYFUCL
| t+vZBGF4GJzYZH2G4XHP1wK2 JkusVel TGTU g JYRFt116KEe4t2Fg9iPKY
/O TRARRI SRV G YRR FR T FATPrALTAF FAMFR i ANaP TTHY Pl rma VTR M

Server Settings
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If the license includes SLV information, the Choose Systems link becomes active. Click the
link to apply the SLV license to specific Local Managers. SLV configuration options are
available only for the specific Local Managers to which the license is applied.

Control Center

Reports

Administration > Choose Uplogix

Appliances

p Setings Choose Systems | Save |
File Archive Number of Available SLV Licenses: 15/15

Groups SLV Enabled Systems (Select: All, Nong)

ket @ at01100558 B A303151315 (W Bammel @ ‘! Pasadena
Licenses

Roles
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Managing the equipment

The Control Center provides the ability to manage equipment at the group level. Individual
Local Managers and ports can also be managed.

This chapter covers:

Managing from the Local Manager detail page—work with the dashboard view of a Local
Manager and the devices it manages

Configuring a Local Manager—access the functionality offered by the config system
commands

Creating default Local Manager settings—automate configuration of newly added Local
Managers

Creating default port settings—automate configuration of devices on Local Managers

Managing from the port detail pages—detailed information about devices; access to the
device CLI

Configuring virtual ports—configure the Local Manager to use virtual device management
ports

Creating categories for managing devices—creating and applying port labels

Managing scheduled tasks—create filters to schedule tasks for specific Local Managers or
managed devices

Managing rules and monitors—automate performance assessment, diagnosis, and
recovery

Creating standard operating system policies—define an operating system standard for
managed devices on a per make/model basis

Establishing contact with a Local Manager via the Dial button—contact remote Local
Managers via dial button

To complete the tasks described in this chapter, a role with the appropriate permissions
assigned at a suitable level within the inventory or a role on the Control Center that
includes the config inventory privilege (such as the admin role) is required. For more
information, see Adding server privileges to accounts and Adding inventory privileges to
accounts.
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Managing from the Local Manager Detail page

Inventory > Local Manager Page

From the Inventory list, or any screen where a given Local Manager is listed, click the
hostname to view its detail screen. A quick view of the Local Manager and the devices
connected to it appears. The equivalent Uplogix LMS CLI command is show dashboard. The
Local Manager detail page displays the information being collected from the Local Manager.

The Local Manager detail page shows or hides information based on your privileges. To see
the name and details of a Local Manager listed in the Inventory hierarchy, your privileges
must include login on that Local Manager or you must have the config hierarchy
permission.

The summary view

The summary view is the default view for the Local Manager. The contextual left navigation
provides options for viewing alarms, events, scheduled tasks, session logs, SLV statistics as
well as configuration, reports and devices attached to the Local Manager. To display further
configuration, reports and device options, click on the right arrow * on the menu. The Local
Manager’s configuration information is listed in the work area, followed by information on the
devices attached to the Local Manager. Initially, Local Manager and device information is
expanded. Collapse these sections by clicking the down arrow * icons to hide this information.

e
(LIl Uplogix Control Center
hd

Dashboard In 1t Schedule Reports Administration

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Summary

tid Pasadena (192.0.2.1)
Last Alarm: 21h 13m | LastEvent: 20s

it | schedule Task | i | [Remove |

S ~ Appliance Status:OK CON: (3  ETH: @  CPU: 20/23/24
Alarms

e EE8  Description: IPv4 Address: 192.0.2.1

vents

Serial #: A5D5100584 Model: Uplogix 5000

Soheclied Thgkes Version: 5.1 Temp C: N/A

Session Logs Build #: 20141030:060232 Temp F: N/A

SLV Stats 0S5 Version: 5.1.0.26966 Humidity: N/A

~ Configuration IPv6 Address: 2001:db8:3:0:207:2cf:-fe00:ccec

Applet Last Login: 11/03/2014 20:31 UTC (mhoward)

ki Uptime: 7d 12m

Authentication Last Heartbeat: 111‘9&:‘2{114 14:11 UTC (full)

Baia Last Archive: 11/06/2014 13:42

Default Port Settings

DNS

: ~ Properties

Email

Environment Grid: B-12-104

Shot Rack: 511

P

|Pvi

IPT

BEn ¥ Devices

Modem

NTP Show: | port number and hostname s Sort by: | port numba_r: % | Hide unconfigured devic
O35 Policies

Passwords port1/1 @]
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ﬂ The Local Manager detail page displays information based on your privileges. Scheduling
functions are limited based on the config schedule command. Only users with access to
this command on the system resource or port resource are able to schedule jobs on those
resources from the Control Center. Some elements in the left menu structure may be
unavailable based on your privileges. SLV options are unavailable until the appropriate
license is applied

The Uplogix web interface provides a CLI applet used to access the Local Manager's LMS
command line using Secure Shell. The CLI applet requires Java to be installed on the
workstation. Download the latest version of the Java Runtime Environment from
http://oracle.com.

The minimum and recommended system requirements for the CLI applet are:

Minimum Recommended
Microsoft® Windows® XP, service pack 2 Microsoft® Windows ® XP, service pack 3
Microsoft ® Internet Explorer® 7 Latest stable releases of Microsoft ® Internet Explorer®,

Mozilla Eirefox® 3.6 Mozilla Firefox® or Google Chrome

™
Java™ 1.5.0 Java™ 1.6 or 1.7

ﬂ Once launched, the CLI applet is independent of your session on the Control Center. If you
log out of the Control Center while an active session is running in the CLI applet window,
your CLI session remains open and active.

Use the CLI button “=% to access the built-in CLI applet to access the Local Manager or
devices.

Configuring a Local Manager
Inventory > Local Manager Page

The Control Center provides a graphical interface for the configuration of managed Local
Managers. Use the Configuration menu to edit the Local Manager’s configuration. The
Configuration menu offers most of the same capabilities as the Uplogix LMS command line.

Click on the right arrow * on the menu to expand the Configuration menu.

ﬂ Use only printing characters when completing text fields. Spaces are considered printing
characters.

The configuration options mirror those of the Local Manager. To change the Local Manager's
configuration, select an option from the menu on the left. Enter the updated values and click
Save to force the changes onto the Local Manager.

Some options may be unavailable, depending on your privileges. The IPT option is available
only if the Local Manager has a Service Level Verification (SLV) license.
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Configuration Options

Configuration Permission required Purpose

option

Applet show system applet Configure authentication settings for Socks
Proxy

Archive config system archive Configure archiving frequency from the Local
Manager to the Uplogix Control Center

Authentication config system authentication Configure authentication settings for the Local
Manager

Banners config system banner Set banners on the Local Manager

Default Port config settings Edit or delete default port settings on the Local

Settings Manager

DNS config system ip Specify the address of a DNS server (required
only for SLV options)

Email config system email Configure outbound email from the Control

Center— for sending reports to subscribed users

Environment config environment Configure temperature and humidity thresholds
as well as additional environmental alarm
settings.

Export config system export Configure settings for export of Local Manager
configuration

IP config system ip Configure the Local Manager management
Ethernet settings

IPv6 config system ip6 Configure the Local Manager IPv6 address

IPT config system ipt Set up Local Manager to respond to SLV voice

testing, VLANSs and addresses
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Configuration Permission required Purpose

option

LCD config system keypad Configure the Local Manager LCD settings

Modem config answer (Modem resource) | Configure modem behavior

NTP config system ntp Specify an NTP server
By default, Local Managers use the Uplogix
Control Center

OS Policies Add and remove operating system standard
policies per make and model for the deployment

Passwords config password Configure password settings

PPP config ppp (Modem resource) Configure dial-up information for establishing
out-of-band connections

Privileges config privileges Configure access on the port associated with the
Local Manager

Properties config system properties Configure properties on the Local Manager

Protocols config system protocols filter | Configure IP filtering

config system protocols ssh Configure terminal pass-through using SSH
config system protocols telnet | Configure terminal pass-through using Telnet

Pulse config system pulse Specify a pulse server for the Local Manager

Roles config role Create or update roles on the Local Manager

Rules config rules Create or update rules on the Local Manager

Rule Sets config ruleset Create or update rule sets on the Local Manager
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Configuration
option

Permission required

Purpose

Secondary config system secondary Configure the Local Manager secondary

Ethernet Ethernet settings for bonded, capture or Outband

Serial config system serial Specify whether the Local Manager is DCE for its
serial management connection (400/3200 Only)

Server config system management Configure the Local Manager to delegate to an
Uplogix Control Center, the TCP port used, the
heartbeat interval, and other related information

SLV Tests config slv Configure and view SLV tests being run on the
Local Manager

SNMP config system snmp Enable and configure the Local Manager to
respond to SNMP requests — Version 3 only

Syslog config system syslog-options Enable syslog and specify target syslog server

Subinterfaces config system subinterface Configure and view subinterfaces defined on the
Local Manager's Management Ethernet port

Timeout config system timeout Set the idle CLI session timeout for the Local
Manager

Virtual Slots config system slot Configure or remove virtual slots on the Local
Manager

VPN config vpn (Modem resource) Configure VPN type and settings

For configuration information, consult the User Guide for Local Managers.

Configuration settings are also available on the Inventory Group level. However, some Local
Manager-specific settings such as IP address cannot be applied to an inventory group.
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Creating default Local Manager settings

Inventory > Group

Use the Control Center to apply a standard configuration to all Local Managers within a group.

ﬂ To set up standard configurations, your role must have either Local Manager configuration

permissions on the affected Local Managers or the config hierarchy permission. If your
role includes the config hierarchy permission, only configurations for empty inventory
groups can be set up. For more about roles and permissions, see Managing privileges.

To create default Local Manager settings:

1. Expand the Configuration menu on the left to view the list of Configuration settings
(i.e., Applet, Archive, Authentication, etc.).

F
‘LI Uplogix Control Center

Dashboard Schedule

Inventory = XYZCo_TX > Detail

Inventory Group: XYZCo_TX
This is the root group. The name may be edited to reflect your company name. |

5
s Inventory Group: XYZCo_TX
w Configuration

Applet * Inventory Group Children

Archive

Authentication Child Group Description
Banners Austin

Default Port Settings Dallas

DNS

Emall Houston

Environment Waco

Export TE

i [ Add |

Modem

NTP

05 Palicies » Appliance Children

Passwords

PPP Appliance IP Hostname
Privileges i 203.0.113.2 VLRFLEBSH&
Protocols

Pulse @

Roles

Rules

Rule Sets

Secondary Ethernet

2. Click the setting name for each configuration setting to be defined.

3. Make any necessary changes.
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4. To override settings locally defined to Local Managers in the group, select Force
update on children.

Y
(L2 Uplogix Control Center Welcome m

Dashboard Inventory Alarms Schedule Reports Administration  Search
Inventory > XYZCo_TX > Uplogix Configuration
Inventory Group: XYZCo_TX
Example Customer
&
il Timeout Settings E3
w» Configuration
Applet R 3 Ax o T
Archive [Sessmn timeout: |5 J fmmules}]

Authentication
Banners

Dwelaull Porl Sellings
DNS

Email

Environment

OS5 Puolicies
Passwords
PPP
Privileges
Protocols
Pulse
Roles
Rules

Rule Sets
Secondary Ethemnet
Serial
Server
SNMP
Syslog
Timeout

5. Click Save.

Scope: local

- Force update on children m
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Creating default port settings
Inventory > Group

Use the config settings command on the Local Manager to define how the Local Manager
communicates with the device connected to a given port. On the Control Center, these
settings can be defined and applied to more than one port; they could apply to all devices of a
specific make, model, or operating system. For example, define a default port settings profile
for all Cisco devices to set the terminal speed to 19200 for any Cisco device.

Default port settings are inherited from inventory groups, so a setting profile defined at the
root group is inherited by the entire deployment. Settings profiles defined in a child inventory
group are only inherited by its child groups and the Local Managers in those inventory groups.
Therefore, it is possible to have default port settings for a Cisco 3925 that set the terminal
speed to 9600 in Group 1, and identically named default port settings in Group 2 that set the
speed to 19200. This type of situation can also occur when a child group already has default
port settings stored under the same name as the settings you create in the parent group.

To access the Create Port Settings page, click Default Port Settings from within the
Configuration menu for the group to which the settings apply. Click Add to create a new
default port setting profile.

FY
{LIZ Uplogix Control Center
hd

Reports Administration Search

Inventory > XYZCo_TX > Creale Settings

Inventory Group: XYZCo_TX

Example Customer

Summary
Create Port Settings ES
w Configuration
Applet ) = = . ;
: Device Make: | Nona %+ | Device Model:
Archive
Authenticaticn 0S5 Name: None % | OS5 Version:
Banners =
Default Port Setings
DNS ~| Assimilated Terminal Speed 3600
Email & ; " : e :
Modify Terminal Serial Speed on Assimilation No
Environment
Export T Set the Console to Use Synchronous Logging No
LCD —|  Pull Config Transfer Mode consola
Modem
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Any default settings that have been created are listed. Use the View Settings page to edit,
remove, or add default port setting profiles.

L}
{LI] Uplogix Control Center
b4

Dashboard

Inventory > XYZCo_TX > Austin > View Settings

Inventory Group: Austin
Engineering Group

cain | Resssign | Remove | Remove inluding Children

Summary

Default Port Settings
w Configuration
Applet [ e
Archive P
Authentication .
) cisco
Banners
Default Port Settings O  Default

DNS

Email

ﬂ Removing a port setting profile does not affect the devices where the settings have already
been applied. For example, referring to the screen above, if the Cisco settings are removed,
the configuration of Cisco devices is not changed. If you then connect a Cisco device to a
Local Manager, the Cisco profile is no longer present and the port settings will manually
need to be configured using the config settings command.

ﬂ The Create Settings option is not available if the inventory group is empty. However, the
Default profile can be edited. This default port settings profile can be changed but not
deleted.

The Create Settings and Edit Settings page present the same choices as the config settings
command in the Uplogix LMS CLI.

Specify as much or as little information as necessary when creating settings. The Local
Managers that inherit these settings will apply them to any port that matches all the
information given. For example, specifying cisco will match all Cisco devices. Specifying cisco
and 3925 will match only Cisco 3925 devices. If the desired device make is not listed, choose
native.

Select the settings to change using the checkboxes on the left, and modify the values as
needed.
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|
(L Uplogix Control Center

Dashboard Inventory Alarms

Inventory > XYZCo_TX > Create Settings

Inventory Group: XYZCo_TX
Example Customer

Summary

Create Port Settings
w» Configuration

Schedule

ce Model. |
Version: |

Search

pn Assimilation

ronous Logging

fer Mode

' Mode

frst attempt only)

Applet .
ArcHi Device Make v None
rchive 3
—— 0S5 Name:
Authentication i et
Banners I | async
Default Port Settings e
~  Assimil brocade
DNS ssimil oo
Email O Modify]  ©5@
Environment comiech
- Satthe embedded
t
B anhanced
pe ~| PullCo foundry
Modem garmin
NTP PushG  ga
e — genericmodem
05 Policies Altermnal gilat
Passwords
- Config| globalstar
PPP hp
Privileges -] OSimg bm
Protocol idinect
1olocs L indium
Pulse juniper
Roles | Atempl  multitech
_
Hules | Save =T B Reboot

(s600

No

| No

console

| xmodem

| titp

£

xmodam

(¥

No

| No

When editing existing default port settings, specify whether to force the update on any child
groups within the affected inventory group. Otherwise, the settings are only updated in the

current inventory group.

I_I Mdliudl DUUL
|:| Device pass through timeout

[] Enable lecal echo

[ Foree update on children |
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Managing from the port detail pages
Inventory > Local Manager Page > Port Page

From the Local Manager page, view the port details by clicking the individual port. The
contextual left navigation provides access to features that correspond to CLI commands
executed from the port resource.

F
(L2 Uplogix Control Center

Dashboard

Inventory = XYZCo_TX > Austin > Building 1 > Pasadena > AustinR1-SRE = Detail

(ool AustinR1-SRE (port1/1 on Pasadena)
Last Event: 25m 45s

SR v portl/i Status:OK CON:@ ETH:™  CPl
Alarms s
i E Make: cisco Hostname:
i Model: CISCO2921/K9 Description:
Events 0S: 105 Management IP:
Files 0S Version: 15.1(4}M Mem Utilization:
Labels
Properties

Port Settings i e m
Properties No properties configured

» Reports

p Devices

w Active Alarms View All Alarms

Configuring virtual ports
Inventory > Local Manager Page > Virtual Slots

There are a variety of cases where typical console device management may be impractical or

impossible. For these deployments the Local Manager can be configured to use virtual device

management ports. These virtual ports mimic the functionality of the physical serial interfaces
on the Local Manager. Some cases where virtual ports are applicable include:

= Manage devices where the distance between the Local Manager and the managed device is
too far for a RS 232 serial connection or where there is an inability to run additional
cables.

= Manage devices already connected to a console server.
= Manage devices whose serial ports are being used for other purposes.
= Manage devices with IP connectivity but no serial connectivity.

= Manage devices using a virtual Local Manager running on a VMware ESXi server.
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This feature requires the purchase of a virtual port license for each virtual port from Uplogix. All
virtual ports are limited to virtual slot 4 on Uplogix hardware platforms. The maximum number
of allowable virtual ports varies on a platform basis as follows:

Uplogix 400 8 virtual ports supported
Uplogix 430 4 virtual ports supported
Uplogix 3200 16 virtual ports supported
Uplogix 500 16 virtual ports supported
Uplogix 5000 16 virtual ports supported

Virtual ports that terminate on the managed device (i.e., VTY/IP connection where no console
server is involved) do not support all of the functionality supported for managed devices that are
directly or indirectly connected to the Local Manager via a serial console port connection. The
following driver functionality is not available in this case:

LAN independence

Bare metal restore

ROMmon recovery

Password/Configuration recovery where boot loader configuration is required
Power On Self Test (POST) data collection

Automatic Rollback

xmodem and ymodem file transfers

The following privileges are required to configure virtual ports:

config system slot — Configure a virtual slot and virtual ports.
show system slot — View virtual slot/port configuration.
config system clear slot — Clear virtual slot configuration.

config system clear port — Clear port/virtual port data from the database.

From the Local Manager page, create a virtual port by clicking Virtual Slots on the
Configuration menu.
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ry x Help | Profile | Logout
(Ll Uplogix Control Center Welcome mhoward - 12/10/2014 19:40 UTC

Admiisvaton Search

Invantory > XYZCo_TX > Austin > Building 1 > Pasadena > Virtual Slots

:ﬂ: Pasadena (192.0.2.1)
Last Alarm: 2nh 12m | LastEvent: 58

Summary
Virtual Slots
Alarms
Evants Slot: | 4 s Usemame: |emsadmio
Scheduied Tasks Port: |1 " Password: [seereers| &
SR P: 192025 Host Key:

TCP Port: |22 v}
Protocol: | ssh %
Route over Management Ethemet: v .
@ Uplogix Public Key

5LV Stats
* Configuration

Applet
Archive
Authanticatinn
Banners [ Save ]
Detault Port Settings
DNE

Emai [SREeN

Environment |

Port + [P TCP Port Protocol Username Routs

Export
[
IPvE
IPT
LcoD
Modem
NTP

| There are no virtual ports.

Create a virtual port
Perform the following steps to configure a virtual port:

1. Slot: Select the slot number for the virtual port (i.e., slot 4 for port 4/1). Slot 4 is the
only available slot for virtual ports on the Uplogix hardware platforms.

Port: Enter the port number (i.e., 1 for port 4/1, where slot is 4).

3. IP: This is the IP address of the managed device that the virtual port is terminating on
or the IP address of the console server that has a serial connection to the managed
device.

4. TCP Port: Enter the TCP port for this virtual port connection (i.e., 22 for a SSH virtual
port connection).

5. Protocol: Select the type of virtual port connection—SSH for a secure virtual port;
otherwise, use telnet.

6. Route over Management Ethernet: Leave this box checked if the virtual port
connection should always route out the primary/in-band management Ethernet
connection, even when the Local Manager brings up an out-of-band connection.

7. Username: Secure (SSH) virtual ports must authenticate to the end device in order to
build the virtual port connection—this requires either a username/password
combination or providing a username and then importing the Local Manager public key

into the managed device for that user to use key authentication in lieu of password
authentication for the user.

8. Password: Enter the supplied username’s password for the managed device when
configuring a secure virtual port. This can be omitted if SSH key authentication is
being configured on the managed device.
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9. Host Key: Optional if not running in FIPS mode. The Local Manager uses the host key
to validate the identity of the managed device to which the virtual port is connecting.
If left blank, the Local Manager will save the one it receives from the managed device
when it connects for the first time.

10. Click Save to add the virtual port.

For example, port 1/1 may be given a new label, Core Switches.

Modify a virtual port

To modify an existing virtual port definition on the Local Manager Virtual Slot configuration
page, click on the port number (i.e., Port 4/1) hyperlink in the virtual port table—this will
populate the virtual port form at the top of the configuration page with the current settings for
the virtual port. Next, modify any of the virtual port settings in the form and then click Save
to save the virtual port definition.

Delete a virtual port

To delete an existing virtual port from the Local Manager Virtual Slot configuration page, click
the checkbox to the left of the port to be deleted in the virtual port table and then click
Remove.
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Creating categories for managing devices

There are several methods to manage your Uplogix deployment and managed devices. Use
inventory groups to manage Local Managers by logical groups such as location or business
unit. Device information entered during port configuration of the Local Managers allows users
to manage devices by make and model. Finally, users can assign labels to a Local Manager's
managed devices to group them in more flexible ways.

Labels can be used to group devices by other criterion such as maintenance windows,
scheduling reports, or assigning privileges on all routers regardless of make. Another would be
grouping managed devices by business unit in cases where several business units share a
Local Manager.

Labels are managed from the Control Center and cannot be assigned from the Local Manager's
LMS command line.

Creating port labels

Local Manager Page > Port Page

To assign a label to a port, open the detail page for the Local Manager that manages it. Then
expand the detail for the port to be labeled.

{gl Uplogix Control Center

Dashboard nventory Reports

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > AustinR1-SRE > Labels

iniol AustinR1-SRE (port1/1 on Pasadena)
Last Event: 27m 16s

Summary

Labels
Alarms

Changes Add Label ¢

Events Label: | Core Switches $ |-or-
Files {new labat)

Labels
Port Settings u

Properties

» Reports m

There are no labels applied to this port.

p Devices

Click the Labels menu item to open the Labels page.

Create a new label for the port and then click Add to apply the label to this port. More than
one label can be applied to a port.

For example, port 1/1 may be given a new label, Core Switches.
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L
(LI Uplogix Control Center

Dashboard Reports
Inventory > X¥YZCo_TX > Austin > Building 1 > Pasadena > AustinR1-SRE > Labels

(a0l AustinR1-SRE (port1/1 on Pasadena)

Last Alarm: 1d2h | Last Event: 22m 13s
["cti §' Schedule Task
Summary
Labels

Alarms

Changes Add Label ¢

Evenls Label:

Files | (new tanaly

Labels

Port Settings @

Properties
» Reports m
» Devices 0 Label >

Houters

Assigning privileges by label
Inventory > Group > Configuration > Privileges
Privileges are created by assigning the user or user group a role (such as admin or guest) to a
resource (such as port 1/2). The default resources within the inventory are the same

resources found in the Uplogix LMS command line interface - system, modem, powercontrol,
and the individual ports. If labels have been created, they are also considered resources.

The example below shows how to assign admin rights to a user on all routers. For more
information about assigning privileges, see Managing privileges.

Fi
h
ha

Uplogix Control Center

Welcome m

Dashboard 1i Alarms Schedule Reports Administration Search

Inventory > XYZCo_TX > Austin > Privileges

Inventory Group: Austin
Engineering Group

= Remove Including Chidren

Summary
Privileges
w Configuration
Applet | Resource Principal Role
A v all . | SYSADMINS® |4 | admin | ¢ |
Authentication system I
Bannars modem - Add
_ Sty [ Add ]
Default Port Setiings Core Suitchas
DNS m
Emiail
Ervironment = Resource - User/Group Role
Export There are no privileges.
Lco T
No items found.
Modem
NTP
Inherited Privileges
05 Policies
Passwords Node + Resource User/Group” Role
i KYZCo_Tx all SYSADMINS * admin
Privileges
Praicools XYZCo_TX all admin admin
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Setting up task filters using labels

Schedule > Filters

Use Labels as a filtering criterion when setting up filters for scheduling tasks. View and edit

these filters on the Schedule > Filters page. For more information about task filters, see Setting
up filters and scheduling tasks.

Schedule = Filters = Edit Filter

Scheduled Tasks

Fitters

Edit Filter: RoutersAustin

Filter Information

Mame: RoutersAustin
Description; All Routers in the Austin Group

Inventory Groups

|:| Group Hame
O Austin

Building 1 |» m

Appliances

|:| Appliance Name

Thiz fitter contains no appliances.

select [EZH

Devices

] Device

This fiter contains no devices.

select (D

Device Criteria

Device Criteria

This fitter contains no device criteria.

Device Make: Device Model: I:l m

Labels

[F] Label

Thiz fitter containz no labelz.

¥ BB
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Viewing reports by label
Reports > Reports by Label

Once labels are assigned to port devices, the Control Center automatically creates reports
based on the labels. View these reports on the Reports > Reports by Label page. For more
information about reports, see Viewing reports.

L.
(L Uplogix Control Center

Dashboard Inventory Schedule

Reports > Reports By Label

Report Assignments
View Report by Label
Report Files

Dis
Reports by Label oy

") Alarms Hourly
() Alarms Daily
) Alarms Weekly

(") Alarms Monthly

Managing scheduled tasks
Schedule routine tasks to take place automatically. To schedule a task:
= Create a task filter or select an existing task filter
®= Choose and schedule the task
A filter specifies the portion of the inventory that is affected by a scheduled task.

For example, to define a task that clears the counters on all Cisco devices within a specific
inventory group periodically, a filter is needed which specifies all Cisco devices within that
group. Use this filter to schedule the Clear counters task.

Filters and filter options are limited to Local Managers and ports to which you have config
schedule access.

Some scheduled tasks are available from the expanded Local Manager detail pages. These
tasks are scheduled only on the individual Local Manager; therefore a filter does not need to
be selected.

This section covers:

= Setting up filters and scheduling tasks

=  Tasks that can be scheduled

= Scheduling tasks on a single Local Manager

=  Scheduling software upgrades on Local Managers
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Setting up filters and scheduling tasks
Schedule

Use the Schedule tab to schedule tasks that will be performed across several devices or Local
Managers. Steps in this process are:

= Specify what equipment is affected by choosing or creating a filter

= Specify the type of task

=  Provide the information required to complete the task

= Specify when the task is to be performed and, if applicable, how often it repeats

When the Schedule tab is clicked, the list of scheduled tasks opens. If no filters have been set
up, then no tasks are listed and the schedule task button is not available.

F
LI Uplogix Control Center
o

Dashboard Inventory ‘Schedule Reports Administration

Schedule = Scheduled Tasks

el Scheduled Tasks

Fiters
» Search -

" tohedule Tagk

Description Task

There are no tasks.

ﬂ A filter must be created before a task can be scheduled.

Creating a filter
Schedule > Filters
To create a new filter, select Filters from the contextual left navigation on the Schedule tab.

FY
{LIl Uplogix Control Center
hd

Dashboard fnventory Alarms Schedule Reports Administrafion

Schedule = Filters

Scheduled Tasks

Filters
Fillers
&3
|:| Name Description
[] RoutersSanAntonio RoutersSan4ntonio
[] Training Fiter All Devices m
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To create a filter and filter criteria:

1. Enter a name and a description for the filter. The name of the filter cannot be changed
once it is created, though the filter can be deleted and recreated under a new name.

Use only printing characters when completing text fields. Spaces are considered printing

characters.
(L} Uplogix Control Center o
gt b 2R Welcome ajones - 0
Dashboard Inventory Alarms Schedule Reports Administration Search

Schedule > Filters > Create Filter

Echoduled Tasks

Create Filter [ save N Cancel |

Filter Information

Fikers

Mama: |allSwitchesAustin

R ——
Description: |: Austin inventory groud |

2. Click Save. If options have been defined, they display under each inventory group
along with a hyperlink to remove them.

e
{L} Uplogix Control Center

Dashboard Inventory Alarms Schedule Reports Administration ~ Search

Schedule > Filters > Edit Filter

Srhadulad Tasks
n:"" e Edit Filter: allSwitchesAustin ==
s

Filter Information

MName: allSwilchesAustin
Desceription: All the switches in the Austin inventory group

Inventory Groups

Ll Group Nama

This filtter containg no groups.

o Appli Name

Thisa fiter containa no appliances.

select m

Thibs Mllesr cosilains no devices.

select

Device Criteria

Device Criteria

This filier contains no device criteria.
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3. Add filter criteria as needed by choosing a criterion and then clicking Add to register
your choice. Multiple criteria can be applied in each section.

Initially, each section of the filter editor displays a message indicating that nothing has
been added to this section of the filter. Use the Label section to use the port labels
that have been created, if any. For more information about creating port labels, see
Creating your own categories to manage devices.

Device makes, operating systems, group names, and labels are presented in drop-
down lists. Local Managers and devices are presented in the Hostname Picker dialog
boxes.

4. Click Preview to see which Local Managers and devices are affected by the filter.
When satisfied with the filter, click Done to save your changes. The Filter Manager
page now lists the filter which can be previewed, edited, or deleted.

L
L]
4
a4

Uplogix Control Center

- Welcome ajones

Dashboard Inventory Alarms Schedule Reports Administration Search
Schedule > Filters
Scheduled Tasks
Filters
Fitors
Add
[ Add_J Remove |
L] Namo
KoutersSanAntonio RoutersSanAntonio
Training Fier All Devices
alSwEChesALSTn All the SwChes in the Austin inventory group

Scheduling a task
Schedule > Scheduled Tasks

Once task filters have been defined, tasks can be scheduled from the Scheduled Tasks page.

ﬂ By default, the only tasks shown on the Scheduled Tasks List are tasks that have not yet
been completed. To see all tasks, select Show completed tasks.

r
(L2 Uplogix Control Center

Dashboard Inventory

Schedule = Scheduled Tasks

e Scheduled Tasks

Fitters

» Search

Description Task

There are no tasks.

1. Select Scheduled Tasks from the contextual left navigation on the Schedule tab.
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2. Available task filters are shown in the Filter list. Choose the appropriate filter from the
list. If the filter is not listed, click Cancel and create a new filter (see the previous
section).

v
(L2 Uplogix Control Center
e

Dashboard Inventory 4 Reports Administ

Schedule > Schedule Task

Scheduled Tasks
Schedule Task

Filters

Select Filter and Task

Filter; v RoutersSanantonio | (i

Taskl Training Filter 5

allSwitchesAustin >

3. There are several types of tasks that can be scheduled. The tasks available depend on
the device platform. For example, the Clear Counters action is not available for
servers.

Fy
(L2 Uplogix Control Center
e

Dashboard Inventory Reports Adminig

Schedule > Schedule Task

Scheduled Tasks
Schedule Task

Fiters

Select Filter and Task

Filter: | RoutersSanAntenio % | m
Tes KR

Change Authentication

Clear Counters

Config Import

Device Ping

Download

Interface

Moanitor

Power

PPP

Pull TFTP

Push Config

Push 0%

Push TFTP

Reboot

Reboot All

Reboot Warking

Restart

Restare

Show Tech

Update
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Some tasks, such as Change Authentication, take more than one step to schedule.
Others, such as Clear Counters, present only a scheduling page.

L.}
{LI Uplogix Control Center
L)

Dashboard Inventory Schedule Reports Administration Search

Schedule = Schedule Task = Change Authentication - Parameters

Scheduled Task
it Schedule Task - Parameters Next ' Cancel |

Fitters
Change Authentication - Parameters
Console Login __szlnmﬁncuon

Console Password

Enable Login |
Enable Password [ssssssassssss
Secondary Console Login nnTacacsLocaI

Secondary Console Password sesssssssssssssse

Secondary Enable Login no TacacsEnable

Secondary Enable Pa ord |sass

Apply Changes to Appliance ¥

Apply Changes to Device ] bo not use when managing device with RADIUS/TACACS authorization
Commit on Failure O

TestLogin v

4. The default starting date and time is the current date and time. Change the date and
time if the task is not to be executed immediately.

5. Complete the required information on each page, and click Schedule.

Fa
(LI2 Uplogix Control Center
hd

Dashboard 1 Administration

Schedule = Schedule Task » Change Authentication - Frequency

Scheduled Tasks
Schedule Task - Frequency

Filters
Change Authentication - Frequency

Start: 07/30/2013 17:02:07 I,_;l
Stop; @ MNever
[08/06/2013 17:02:07 | ]
Repeat: @ | RunOnce Kb |
ol | seconds

Description: | | &
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6. The Scheduled Tasks list shows the new task.

ey
(LI} Uplogix Control Center
hd

Dashboard Inventory “Schedule Reporis Administration

Schedule > Scheduled Tasks

Gl Scheduled Tasks

Fikers
» Scarch -

Description Task

Schedule

crealed by ajones Chanye Aulhenlication (nuTacacsLucal vn uploginFunclivnaldccount neTacacsEnable vn)  05/31/2013 02.38 1w

- Click details to view the equipment affected by the task.

- Click hold to postpone the task.
- Click resume when ready to allow the task to proceed.
- Click cancel if the task should not be executed.

By default, tasks are hidden after they are completed or canceled. To see tasks that are no

longer pending, select Show completed tasks at the top of the page.

Tasks that can be scheduled

Schedule > Schedule Tasks

The list of tasks available depends on the filter. If the filter specifies managed devices by

make, some tasks are unavailable.

L}
{LI} Uplogix Control Center
hd

Dashboard Inventory Alarms Schedule

Schedule > Schedule Task

Scheduled Tasks
Schedule Task
Filtars

Select Filter and Task

Filter: | RouterssanAntonio ¢ | [
Task: ¥ Certify |

Change Authentication

Clear Counters

Config Import

Device Ping

Download

Interface

Monitor

Power

PPP

Pull SFTP

Pull TFTP

Push Config

Push O5

Push SFTP

Push TFTP

Reboot

Reboot All

Reboot Working

Restart

Restore

Update
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Task

Purpose

Certify

This is an Alcatel specific task that validates a configuration before
deploying it.

Change Authentication

Schedule an authentication change for a device, with the option to
change the console login and password, the enable login and
password, and on some devices failover credentials used when

centralized authentication systems are unavailable.

Clear Counters

Clear interface counters on a device. All interfaces counters are

cleared.

Config Import

Import Local Manager configuration settings. The file to be imported
must exist in the File Archive prior to scheduling. For more

information, see Uploading files from your computer to the File

Archive.

Device Ping

Schedule a ping task from a device attached to the Local Manager to

a target destination.

Download

This task is a step in the process of applying a file to a Local
Manager or a managed device. To make the file available to the
Local Manager, it must be downloaded from the Control Center to the
Local Manager. Before downloading files to Local Managers, they
may need to be uploaded to the Uplogix Control Center. See

Uploading files from your computer to the File Archive. To download

a file from the Control Center to Local Managers, choose the type of
file and file status based on where the file should be saved. Then

select a file to download from the File Archive.

Interface

Interfaces can be set on, off, or cycled at a specified time. Choose

the desired action and enter the name of the interface.

Monitor

Schedule interface, ping, chassis, console, or log monitors to run,

defaults to 30 seconds.

Power

Devices can be powered on, off, or power cycled at a specified time.
Choose the desired action and if applicable, enter the delay between

powering off and on.
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Task

Purpose

PPP Schedule the Local Manager to initiate Outband (out-of-band)
communication.

Pull SFTP Pull various files from device to Local Manager port file system
utilizing secure FTP.

Pull TFTP Pull various files from device to Local Manager port file system
utilizing FTP.

Push Config Push a new configuration onto a device by specifying the type of file
and version. These options refer to files located on the Local
Manager, in the port’s file archive. Also, specify whether the device
should be rebooted after the new configuration is loaded.

Push OS As with configurations, operating system images can be pushed onto
a device.

Push SFTP Push various files to device from Local Manager port file system
utilizing secure FTP.

Push TFTP Push various files to device from Local Manager port file system
utilizing FTP.

Reboot Schedule a device to reboot at a specified time.

Reboot All This is an Alcatel specific task.

Reboot Working This is an Alcatel specific task.

Restart Restart the Local Manager.

Restore This is an Alcatel specific task.

Show Tech Execute low-level debug collection command on the device and
automatically save the output to the Local Manager.

Update Update the Local Manager software. The new software image must

exist in the File Archive prior to scheduling.
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Scheduling tasks on a single Local Manager

Inventory > Local Manager Page

Schedule the following tasks for a specific Local Manager from the Local Manager's detail page.

[
{LIZ Uplogix Control Center
b

Dashboard Inventory Schedule Reports Administration

Inventory = XYZCo_TX > Austin > Building 1 = Pasadena > Schedule Task

:ﬂ: Pasadena (192.0.2.1)
Last Alarm: 1d 10h

S
e Schedule Task [ Next | Cancel |

Alarms

Events Select Task

Scheduled Tasks
BER s + Config Import

Session Logs PPP
Restart
SLV Stats SLY Manitor
w Configuration SMS Message
Applat Update
Task Purpose
Config Import Import a configuration file. The appropriate file must be present in the

File Archive. See Uploading files from your computer to the File

Archive.
PPP Schedule an Outband on cycle or off action.
Restart Restart the Local Manager.
SLV Monitor Setup SLV monitors. This task is available only if your license

includes Service Level Verification. In addition, the appropriate SLV
tests and rules must be available.

For detailed information about creating rules, refer to the Guide to

Rules and Monitors.
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Task Purpose

SMS Message Send an SMS message to a Local Manager containing a command
to execute. Only PPP on (Outband) is supported.

Update Schedule a software upgrade for the Local Manager. The appropriate
file must be present in the File Archive; otherwise the update cannot

be scheduled.

Scheduling software upgrades on Local Managers
Automate the process of upgrading Local Managers.
The steps in the upgrade process are:
= Download the software upgrade to your computer
= Upload the software to the File Archive on the Control Center

=  Schedule the Update task

Downloading the software upgrade to your computer

To upgrade the Local Managers that the Control Center manages, download the software
upgrade to your computer and then upload it to the Control Center following these steps:

1. Point your browser to support.uplogix.com

2. Navigate to the software download page, locate the appropriate file and download it to
your computer.

If you are not certain which file to use, contact Support at support@uplogix.com.

Uploading files from your computer to the File Archive

After downloading the desired file to your computer, follow these steps to upload the files to
the File Archive:

1. Go to the Control Center's Administration > File Archive page.

Any files present are displayed with category, filename, upload date, and description
information.

2. Choose a category for the file being uploaded. If the selected category does not exist,
it is automatically created.

ﬂ Do not use spaces in the category name.

3. Browse to and select the file that is to be uploaded. If a file with the same name as a
file currently in the selected category is uploaded, this new upload overwrites the
existing file.
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4. Optionally, enter a file description, which can be helpful in identifying the file.

H
Welcome ajone:

Y
(2 Uplogix Control Center

Dashboard Inventory Alarms Schedule Reports Administration

Administration > File Archive

liances
o File Archive
AAA Seltngs
ick Find: Uglog
e Quick Find: UplogixOS
Groupe Catogory UplogixDS @
jmpoc {new category}
Liconasa
Filg || "Choese File | no file selected

Holes
Surver Priviloges Exisaplicns
Sarvar Settings
Users H

] e

=] - Nama Date Dasct

Uplogix0S Imed. 7 bin 04/30/2014 14:20 UTC LMS 4.7 GA

5. Click upload to copy the file to the Control Center. When the upload is complete, the
File Archives list displays the file.

Caution: When upgrading to a new release (for example, from 4.7 to 5.1), always upgrade
the Control Center first. Local Managers cannot heartbeat properly to a Control Center using
an earlier release of software. This is not necessary for patch releases (for example, 5.1 to
5.1.x).

Scheduling the update task for more than one Local Manager

To schedule the update, there must be a task filter that specifies the Local Managers to be
upgraded. For information about creating filters, see Setting up filters and scheduling tasks.

1. On the Schedule tab, click Schedule Task to open the Schedule Task page.

2. Choose the filter that specifies the Local Managers to be upgraded and then select the
Update task.

ﬂ To avoid degrading the Control Center's performance, upgrade no more than 100 Local
Managers at the same time.
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FY
{LIZ Uplogix Control Center
e

Dashboard Inventory Alarms Schedule Reports Administratig

Schedule > Schedule Task

Scheduled Tasks

Schedule Task | Next ' Cancel |
Select Filter and Task

Filter. | Austin O Freview Fiiter |
Task; + Certify |

Change Authentication

Clear Counters

Config Import

Device Ping

Download

Interface

Maonitar

Power

PPP

Pull SFTP

Pull TFTP

Push Config

Push OS

Push SFTP

Push TFTP

Rebeot

Reboot All

Reboot Warking

Restart

Restore

Show Tech

Filters

3. Continue as for scheduling any task.

Scheduling the update task on a single Local Manager
In some cases, you may wish to upgrade only one Local Manager.
1. Open the Inventory tab and navigate to the Local Manager.
Ensure that the Local Manager has been moved out of the Unassigned group.
Click Schedule Task and then select Update as the task type.
Click Next to open the Schedule Task Parameters page.

Select the file just uploaded and click Next.

o g kM w D

Continue as for scheduling any task.
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Managing rules and monitors

Monitors gather data, in some cases by running user-defined tests; and they may include rules
to evaluate and respond to the data.

A rule specifies at least one condition to evaluate, and at least one action to take if the set of
conditions evaluates true. Rules may also include a time element.

Rules can be grouped together into rule sets. This simplifies the process of creating monitors.
This section covers:

=  Working with rules

=  Working with rule sets

=  Promoting rules and rule sets

=  Scheduling monitors

For a detailed discussion of rules and monitors, refer to the Guide to Rules and Monitors.

Working with rules
Inventory > Configuration > Rules

Rules can be centrally managed from the Control Center. Like privileges and preferences, rules
edited at the inventory group level are inherited by child groups and Local Managers. Rules
edited at the Local Manager level only apply to that Local Manager.

To access Rules, click Rules from the Configuration menu at a group detail or Local Manager
detail page. New rules can be created and existing rules can be edited.
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Help | P
Welcome mhoward - 11/06

N
{LII Uplogix Control Center
hd

Dashboard Inventory Alarms Schedule Reports Administration  Search ||

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > View Rules

;ﬂ: Pasadena (192.0.2.1)
Last Alarm: 21h 11m | LastEvent: 1m5s

it | scheduleTask | edie | Reassion " remove |

Summary
Rules
Alarms
Events (=
Scheduled Tagks ~| Rule ¥ Descripti E Scope
Session Logs O » adminStatusDown the interface has been tumed off local
5LV Stats 1 ) adminStatusisDown the interface has been turned off for a while local
Ao 1 » adminStatusUP the interface has been turned on local
ot
i ] b aisAlarmincrements local
Archive
Authenftication 1 b carrier Serial Carrier Problems local
Bt ] cearToSendisDown local
Default Port Settings
DNS O » consoleHung System cannot talk to the device local
Email | » cpuFiveMinuteAverageGreaterThan90 CPU Five Minute Average Load Greater Than 20% local
il ] ¥ cpuOneMinuteAverageGreaterThan90 CPU One Minute Average Load Greater Than 30% local
Export
e » r local
IPvE 45 items found, displaying 1 to 10. (0 currently selected.)
IPT [First/Prev] 1, 2, 3, 4, 5 [Next/Lasf]
LCD
Modem
NTP
OS5 Policies
Passwnris
PPP
Privileges
Froperies
Protocols
Pulse
Roles
Rules
Rule Sets

Click Add to create a new rule. This is equivalent to issuing the config rule command from
the LMS command line.

Do not use spaces in the rule name.
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The Edit Rule page contains drop-down menus and lists of the same options available from the
rules editor within the LMS command line.

v Help | Profilg
ld hl H
{2 Uplogix Control Center Welcome mhoward - 11/05/20

Dashboard Inventory Alarms Schedule Reports Administration Search — 2,

Inventory > XYZCo_TX > Austin > Edit Rule

Inventory Group: Austin
Engineering Group

[“die | Reassign | Remove | Remave including Children

Summary

Create Rule [ Save |

Applet Rule Information

* Configuration

Archive
Authenfication Create Rule

Banners Mame Description
Nafault Port Sattings e m LTy
s Start = =
Email

Enviraimmeni Rule Conditions
Export
LCD
Modem
NTP
0S Polices |
Passwords — S Ts i =z re

PEP ikt B | S

:
Privileges Add Compare-value Condition |

Protocols B f syéiem

NOT Conditi

| chassis 't .| blockecPackets [#)[changes (%] |

||

:
Pulse

- |

Rules | alarm + || seconds * :

pghes par ey |

Edit conditions manually in the Conditions text box or add a new condition using the drop-
down menus shown below. Four different menu sets cover the condition types for rules. As
each condition is added, the text changes to reflect the new conditions.

Alarms and events are defined using drop-down items and free text fields.

Tasks can be manually edited or specified with the selections on this page.
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oid [

no email

eventtype | Als_ALARM v
append meszage [

Add Event
Tazks
Add Action
Scope: local [ Force update on children m

Click Save at the bottom of the page to create the rule. Select Force update on children to
force Local Managers to update a previously inherited rule.

Consult the Guide to Rules and Monitors for more information on creating rules.

Reference information is available at support.uplogix.com and includes rule examples, default
rules, and condition variables.
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Working with rule sets
Inventory > Configuration > Rule Sets

Some rules are often used together. Therefore, it may be convenient to group them into rule
sets. When creating monitors, available rules and rule sets are presented together.

1. Click Rule Sets from the Configuration menu on a group detail or Local Manager detail

page.
2. Existing rule sets are listed on the View Rule Sets page. To create a rule set, click
Add.
3. In the Create Rule Set screen, provide a name and (optionally) a brief description for
the rule set.
Create Rule Set | Save |
Name | medemBasic Deszcription | Rule for testing the internal modem
Rules
eadylsDown A
Packetzlncraments T
inputlueuelropsHate
nputRuntsRate
nputThrotesRate
Scope: local E3

4. Select the first rule from the list of available rules, and click add rule.

5. Select the relationship (AND; OR) of the first rule to the second rule from the list to
the left, then select the second rule.

Create Rule Set =3
Name modemBazic Description | Rule for testing the internal modem
Rules
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6. Continue until all the desired rules have been added to the rule set. Click Save

the rule set. The new rule set is listed on the View Rule Sets page.

Rule Sets
[l Rule Set = Description Rules Scope
[0 adminStatus determines the state of the interface adminStatusDown | adminStatusUP, adminStatusisDown  local
I| defautt Rules designed to froublezhoot Serial interfaces carrier | physical local
[0 interfacsBasic Individual alarms for interfaces local

currentling!

currentErro

CollizionsRate
|| modemBasic Rule for testing the internal modem local
[l receverConzole recovering the device when it has become unusabls erageGreaterThand0, local
terThanS

5 items found, displaying all items.

Promoting rules and rule sets
Inventory > Configuration > Rules

Inventory > Configuration > Rule Sets

Rules can be promoted to different levels in the inventory hierarchy using the promote
feature. Select the rule(s) for promotion and click the Promote button. Select the inventory

group level to promote the rule(s) and make appropriate promotion selections:

e Overwrite existing rule: Overwrites rule(s) with the same name in the inventory

group level where you are promoting a rule(s).

e Force update on children: Overwrites rule(s) with the same name in all inventory

groups and Local Managers below the selected group.

When finished with selections, click the Promote to Group button.

to save
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Rules

Rule +

& EEE & @|O

=

[m]

p RiverBLinkS1
Promote to Group: ¥ Austin @

» RiverBinfo
[_| Overwrite existing rule @ Texas

RiverBinfo
» RveEet (| Force update on children &) us
» RiverBinfo2 Your Company

» Riverdinfo3 ‘

¥ RiverBinpathi

» RiverBintLani

» RiverBintWan1

p RiverByPass1 local

p adminStatusDown the interface has been umed off local

55 items found, displaying 1 to 10. (9 currently selected.)
[First/Prev] 1, 2, 3, 4, 5, 6 [Next/Last]

Scheduling monitors

Inventory > Local Manager > Port > Schedule Task

A monitor is a type of scheduled task. Monitors gather data and may apply rules to interpret
and respond to the data. Monitors are created from the port pages on individual Local
Managers.

To create a monitor:

1.

Go to Inventory > Local Manager > Port > and click Schedule Task to open the Schedule

Task page.
Select or create a filter to specify what equipment is monitored.

Select Monitor from the list of tasks and click Next.
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v
(L Uplogix Control Center

Dashboard Inventory Alarms Schedule

Inventory > XYZCo TX > Austin = Building 1 * Pasadena > usausri-att > Schedule Task

imol usausri-att (port1/1 on Pasadena)
Last Event: 1h 3m

=y Schedule Task [ Next [ Cancel |
Alarms
Changes Select Task
Faprts Task: v Change Authentication
Files Clear Counters
Device Ping
ki Download
Port Seitings Interface
.
Properties Power
p Reports Pull 5FTP
4 Pull TFTP
f: Sk Push Config
Push OS5
Push SFTP
Push TFTP
Reboot
Show Tech

4. On the Monitor - Parameters page, choose the type of monitor. If it is an interface
monitor, specify the interface to be monitored - for example, GigabitEthernet0/1.

5. The monitor can be set up without adding rules. The Local Manager gathers and stores
the data without acting on it. To do this, click Next to go to the scheduling page.

6. To create a monitor that uses rules to interpret and respond to the data as it is
gathered, select a rule from the list of available rules and click Add Rule.

7. To add another rule, select the rule and its relation to the rule already added. Then
click Add Rule.
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L]
{LIZ Uplogix Control Center
hd

Dashboard

Inventary Alarms Schedule

Reports Administration

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > usausri-att > Schedule Task - Parameters

ool usausri-att (port1/1 on Pasadena)

Last Event: 2h Tm

i Schedule Task |

Summary
Alarms
Changes
Events
Files
Labels
Port Setlings
Properties

» Reports

p Davices

Schedule Task - Parameters

Monitor - Parameters
@ chassis

consoleLog
©interface |

Cping |

terminal

rules

¥ adminStatus
adminStatusDown
adminStatusisDown
adminStatusUP
aisAlarmincrements
carrier
clearTasendlsDown
conscleHung

I 3] Add Rule

cpuFiveMinuteAverageGreaterThan90

cpuOneMinuteAverageCGreaterThanS0
currentErrared5Secondsincrements

8. On the Monitor - Frequency page, specify the schedule for this monitor and optionally
provide a brief description.

9. Click Save. The monitor runs as scheduled and appears on the Scheduled Tasks page.
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N
L2 Uplogix Control Center
ha

Dashboard Inventory Schedule Reports Administration

Inventory > XYZCo_TX > Austin = Bullding 1 > Pasadena > usausri-att > Schedule Task - Frequency

ool usausri-att (port1/1 on Pasadena)
Last Event: 2h 7m

"l | Schedule Task
Summary
Schedule Task - Frequency [ Save [ Cancel |

Alarms

Changes Meonitor - Frequency

Events r =

Stat:  [01/30/2004 175623 | [

Files Stop: ® Never

Labels O |D2/06/2014 17:56:23 | [

Port Settings Repeat: ® « RunOnce |

Properties ; Daily B seconds
p Reports Description: Weekly -

_ Monthly(30 days)

» Devices Annually

ﬂ The default interval for monitors is 30 seconds. However, this interval can be changed.

Canceling monitors
To cancel a monitor:
1. Go to the Scheduled tasks page.

2. Locate the monitor to be canceled and click the cancel link. The canceled monitor
continued to be shown but is struck out on the Scheduled tasks list.

Creating standard operating system policies
Inventory > Local Manager or Inventory Group Page > Configuration > OS Policies

The standard operating system policy feature allows network administrators to define an
operating system standard for managed devices on a per make/model basis. Once the
standard is defined at the inventory group or Local Manager level, the operating system file
will be pushed to all applicable managed devices and stored locally as a specially named file
called standard. If the current OS for a managed device deviates from its defined standard,
the Control Center will alarm and potentially recover the device to the standard operating
system.
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Defining the standard operating system

Begin by uploading the standard operating system file to the File Archive by clicking on the
Upload Standard OS button. Be sure to include a file category.

ry, . Help |
2 Uplogix Control Center Welcome mhoward - 11/

Dashboard Inventory Alarms Schedule Reports Administration  Search

Administration > File Archive

Appliances

File Archive
AfA Settings
File Archive Quick Find: LMS
Groups Category IMS ...=
Import (new category) -
Licenses . - .

File Choose File | | b Ims4.7-2.bin Maximur file size: 268

Roles '

Server Privileges Description  |LMS 4.7.2 GA
Server Settings

Users

Category » MName Date Uploaded Description
] LMS UplogixCS-5.1.0.26840.i386. bin 10/08/2014 15:18 UTC 5.1 nightly build 26840

Next, navigate to the Local Manager or Inventory Group page where the operating system
standard will be defined. Select OS Policies on the Configuration menu. Click add to create a
new OS Policy.

ry . Help | Profile | Lq
(Ll Uplogix Control Center Welcome mhaward - 11/05/2014 20:4

Dashboard Inventory Alarms Schedule administration  Search [N &, Print

Inventory > XY£Uo_1X > Austin > U5 Policies

Inventory Group: Austin
Engineering Group

Ccaie | Reassign | Remove | Remove ncluding Children |

Summai =
o Create OS Policy - Force update on children ([T
w Configuration

Appit Make: | D

Archive

Model: | v
Authentication 7

Start: | _ =
standard US Category: | | &
Standard OS Name: [ #
Policy Actions: -_Alarm and Recaver 1 :

Banners

Nafanlt Part Setfings Standard OS files may be uploaded via the File Archive page
DNS
Email

Environmant

User Guide for Control Center 83



Complete the policy information:

Make: Make of the device where a standard operating system file will be applied.
Model: Existing models are listed based on model types in the database, but new
models can be entered when a user selects the Other type. User-provided model types
do not support wildcard entries.

Start: The date at which the operating system policy will be implemented/activated.
Standard OS Category: The category type of the previously uploaded standard
operating system file in the Control Center File Archive.

Standard OS Name: The name of the previously uploaded standard operating system
file in the Control Center File Archive.

Policy Actions:

(0}

Disabled: Turn off recovery and alarming for a standard operating system
policy after the policy has been implemented. The standard operating system
file will still be stored as Standard on Local Managers affected by the policy.
Alarm: Alarm when the current operating system for a managed device does
not match the operating system associated with the policy.

Alarm & Recover: Alarm and implement an automated recovery when a
managed device does not meet the operating system policy. This action is
available only for Cisco equipment running 10S or 10S-XE, where the
operating system will only be recovered when the device is found without a
configuration (such as when replacing a failed managed device with a new and
unconfigured one).

Click Save to implement the operating system policy.

Once the operating system policy has been saved, the Control Center will begin staging the
standard operating system file on the affected Local Managers.

Standard operating system recovery

In most cases, the operating system policy will result in alarm when managed device’s
operating system does not match the standard. In the case of Cisco equipment running 10S or
10S-XE software, the Uplogix can be configured to automatically recover the managed device
to the defined operating system standard.

Applet manual out-of-band modem connectivity via the “Dial” button

Inventory > Local Manager Page > Configuration > Modem

This functionality executes a Java applet on the user’s workstation to connect asynchronously
to a Local Manager’s modem.

If a circuit-switched service is available on the modem (POTS line or Iridium modem with voice
service), an access server with modems can be configured to dial from the Control Center Java
applet into the Local Manager to establish a TTY (teletype) session.

Requirements for using this capability are:

The Local Manager uses a circuit switched modem such as V.92 or Iridium.

The Local Manager has been configured to accept incoming calls, and a list of permitted
source phone numbers has been defined. These settings are configured with the config
answer command.
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In the example below, a Cisco router is configured as a Remote Access Server (RAS) for the
Dial Applet to connect to the Local Manager. From the Local Manager configuration menu,
select Modem and enter the RAS information.

= Host: IP address or DNS Name of the RAS. In the example below, the Iridium AS5350
gateway has been entered.

= Port Range: Port range assigned by host for remote access, or the ports on the access
server that map to the modems.

=  Phone Number: Enter the command for dialing (ATDI/ATDT/ATD) and the phone number
with no spaces.

= |nit String: Enter an optional initialization string with no spaces.
= Local Port: Local port on the workstation to be used with Forward on Connect.

=  Forward on Connect: Check this box to forward the terminal session upon connection.

Keypad There are no allow numbere set

[] Deny Number

NEre are nn Geny nUmMbers aat

SMS Messaging

Phone Mumber: | DUEE1E214T0202
SMS Domain; | sms ridium.com

Remote Access Server

Host | 124717351

Port Range” | 28
Fhone Number | A
Init String” | A ex. AlZ of Al SZY=855 7 =3000)

L ocal Por

» Repons Farward On Connect

Once the access server information has been configured (in the Remote Access Server
section), a blue Dial button appears in the Control Center. Click the Dial button to connect to
the Local Manager via out-of-band, circuit switched phone number.

Fa
(L Uplogix Control Center

Dashboard

Inventory > XYZCo_TX > Austin = Building 1 = Pasaden

:g: Pasadena (192.0.2.1) @There
Last Alarm: 2h 28m | LastEvent: 3r

“cti (Dl | Schedule Task | Eai |

ER ey w Appliance ¢
Alarms B—

B Descriptl
Events

L=

The Control Center Dial applet connects to the modem server with the information pre-
programmed in the RAS section of the Local Manager Modem configuration.
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Managing accounts and security

The Control Center manages accounts, privileges, and authentication in much the same way
that the Local Manager does. User and group accounts created on the server are inherited by
managed Local Managers. Managing users and account security from the Control Center
ensures consistency over your entire deployment.

Accounts created on the Local Manager are deleted when it contacts the Control Center.

In this chapter:

= Managing authentication—specify how users authenticate; set password requirements

=  Working with user and group accounts—create, edit, disable, and delete accounts

= Managing privileges—control what each user can do on the Control Center and the Local
Managers it manages

= Importing user, group, and privilege files—automate account and privilege setup

Managing authentication
Administration > AAA Settings
Inventory > Local Manager Detail > Configuration > Authentication

The Control Center and Local Managers can perform user authentication, authorization, and
accounting (AAA) functions locally or these functions can be deferred to one or more third-
party AAA servers.

This section covers the following topics:

= Setting authentication requirements globally or within the inventory

=  Authentication, authorization, and accounting (AAA) settings

= Setting requirements for strong passwords
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Setting authentication globally or within the inventory

Authentication/authorization/accounting settings for the Control Center can be managed

globally from the AAA Settings page under the Administration tab. They can also be
customized for specific portions of the deployment (i.e., Local Managers) from the appropriate
group within the inventory.

Setting authentication globally or on the Control Center only

To configure AAA settings for the Control Center, and optionally for the entire inventory, go to
AAA Settings under the Administration tab.

This page also includes strong password settings and other password-related settings such as
lockout after login failure.

FY
{LIZ Uplogix Control Center
b

Dashboard Inventory Schedule Reports

Administration > AAA Setlings

Appliances

AAS Settings

File Archive
Groups

Import

Licenses

Roles

Server Privileges
Server Settings

Users

AAA Settings ES

> AAA Settings
Accounting type: none [ Only applies to appliances

Authentication Type: @ Local 7 RADIUS © TACACS
Authentication Method: @ PAP © CHAP © MS-CHAP

Use RADIUS/TACACS

B Use RADIUSITACACS to assign users o groups.
Authorization:

Create users that have a valid login but do not exist locally.
Create Users: A B
(requires RADIUS/TACACS Authorization)
Cache Passwords: Save server passwords locally.
Fail Over to Local: If servers are down, authenticate locally.

Limit Maximum Concurrent

% ~| Only applies to appliances
Sessions:

Maximum Number of |

2" O[5 ] only appiies 1o appiar
Concurrent Sessions: ly applies o applances

p Authentication Servers
» Accounting Servers

» Password Settings

Save and Copy &) | Force settings to all appliances in hierarchy m

For information on configuring accounting and authentication, see Authentication
authorization, and accounting (AAA) settings.

=  To apply changes on this page to the Control Center only, click Save.

= To copy the changes on this page to the root-level inventory group, click Save and Copy.
Like other inventory settings, the authentication settings do not overwrite existing locally
created settings unless you force them to do so. It will overwrite changes made in the top
level of the hierarchy, but not those made in child groups.

= To force the changes on this page on all Local Managers managed by this Control Center,

select Force settings to all appliances in hierarchy before clicking Save and Copy.
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Setting authentication within an inventory group

To configure AAA settings for an inventory group, open the detail page for that group and click
Authentication from the Configuration menu to open the Authentication Settings page.

FY
(L Uplogix Control Center

Dashboard Inventor Schedule Reports Administration

Inventory > XYZCo_TX > Austin > Uplogix Configuration

Inventory Group: Austin
Engineering Group

e | Remove Including Chilren

Summary
Authentication Settings E3
w Configuration
Applet Setti
* AAA Settin
Archive g5
Authentication Accounting type: | nons
Banners
Default Port Settings Authentication Type: ©Local T RADIUS ©TACACS
ONS Authentication Method: ©@PAP ©.CHAP ©MS-CHAP
Email Usp RADIUSHP.'CACS Usze RADIUSITACACS fo assign users to groups.
" Authorization:
Environment
. Create users that have a valid login but do not exist locally. {requires
Export Create USers: o, icmacacs Authorization)
LCD Cache Passwords: Save server passwonds locally.
Modem Fail Over to Local: If servers are down, authenticate locally.
NTP
Limit Maximum Concurrent —
05 Policies Sessions
Eaeaveonds Maximum Number of Concurrent |
PPP Sessions: |
Privileges
Protocols P
p  Authentication Servers
Pulse
Roles
» Accounting Servers
Rules
Rule Sets
Secondary Ethernet
Scope: inherited —| Force update on children
i iz
Server

Settings available on the Uplogix Configuration page are inherited by all the members of this
inventory group, except where they would overwrite existing, locally configured settings.
Select Force update on children to overwrite all existing settings.

For information on configuring accounting and authentication, see Authentication
authorization, and accounting (AAA) settings.

Setting authentication for a single Local Manager

To configure AAA settings for a single Local Manager, navigate to the Local Manager and select
Authentication from the Configuration menu.
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Authentication, authorization, and accounting (AAA) settings
Administration > AAA Settings
Inventory > Group Detail > Configuration > Authentication
Inventory > Local Manager > Configuration > Authentication

Authentication/authorization/accounting settings can be managed globally from the AAA
Settings page under the Administration tab. They can also be customized for specific
portions of the deployment from the appropriate group or Local Manager within the inventory.
Navigate to the appropriate page to configure AAA settings.

Accounting settings

Accounting events can be sent to a configured TACACS or RADIUS server using the start-stop
(before and after each command) or the stop-only (after each command) model. This setting
is not available if local authentication is used. Accounting applies to Local Managers only;

however, you can set it for all Local Managers by navigating to Administration > AAA Settings.

FY
(L Uplogix Control Center

Dashboard “Invente Schedule Reports Administration  Search

Inventory > XYZCo_TX > Austin = Uplogix Configuration

Inventory Group: Austin
Engineering Group

= Remove including Children

Summary
Authentication Settings E3
w» Configuration
Applet Setti
* AAA Settin
Archive a8
Authentication Accounting type
Banners start-stop
Default Port Settings Authentication Type! st_ﬂ_Dﬂﬂ!y_ JNUS @TACACS
ONE Authentication Method: @PAP C.CHAP ©MS-CHAP
Email Use RADMSHP_‘C&CS ~| Use RADIUSITACACSE to assign users o groups.
’ . Authorization:
Environment
: Create users that have a valid login but do not exist locally. (requires
Export Create USers: o, ismacacs Authorization)
BEX Cache Passwords: [ Save server passwords locally.
Modem Fail Over to Local: [ | f servers are down, authenticate locally.
NTR
o Limit Maximum Concurrent
OS5 Policies Sessions:
i Maximum Number of Concurrent [z
PPP Sessions:
Privileges
Protocols P
p  Authentication Servers
Pulse
Roles
» Accounting Servers
Rules
Rule Sets
Secondary Ethemnet . 7 -
Scope: inherited —| Force update on children
Serial P P m
Server
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Managing the Local Managers' admin account
Administration > AAA Settings

For security, the default admin account that is part of every Local Manager’s factory
configuration is managed by the Control Center when a Local Manager is pointed to a Control
Center. If an admin user already exists in the Control Center, the default password will be
overwritten with the admin password in the Control Center.

The admin account is editable in the list of users on the Administration > Users page, providing

a simple way to change the admin password on all Local Managers or otherwise modify this
account.

Authentication settings

Most authentication settings available through the Control Center mirror those available
through the config system authentication command in the Uplogix LMS command line. They
include the ability to select the type of authentication, to specify the necessary configuration
information for each type, and to limit the number of concurrent sessions per account.

Authentication Settings | Save |

> AAA Settings
Accounting type: | nana

Authentication Type: @Local ©RADIUS ©TACACS
Authentication Methad: @PAP O CHAP ©MS-CHAP

Use RADlL'IS'rT}_\CACS Use RADIUSITACACS to assign users lo groups.
Authorization:

Create users that have a valid login but do not exist locally. {requires
RADIUSTACACS Authorization)

Cache Passwords: Save server passwords locally.

Create Users:

Fail Over to Local: If servers are down, suthenticate locally.

Limit Maximum Concurrent
Sessions:

Maximum Number of Concurrent
Sessions:

» Authentication Servers

» Accounting Servers

Scope: inherited - Force update on children m

All authentication settings available at the individual Local Manager level are also available at

the inventory group level and globally. Some additional settings are available at the inventory
group or global levels.

e Authentication Type and Method: Select the type of authentication to use. Local,
RADIUS, and TACACS are available. If using TACACS or RADIUS, select the
authentication method as well. PAP, CHAP, and MS-CHAP are available.

ﬂ If the Control Center is configured to use one or more authentication servers, or accounting

servers, the managed Local Managers can use the same servers, if desired. Optionally the
Control Center will maintain password synchronization with AAA servers and distribute
changes to each Local Manager as they are updated.

User Guide for Control Center 90



e Use RADIUS/TACACS Authorization: Some AAA servers support returning authorization
keys that can be used by the Control Center to assign privileges to users. For
information on configuring this, see Using RADIUS/TACACS to manage privileges.

e Create Users: If users are managed on the authentication server, they are able to
authenticate but may not have accounts on the Control Center or Local Manager. If
this setting is enabled, the user is created if they do not exist. If RADIUS/TACACS
authorization is not used, users initially have no privileges - so they are not able to log
in, as this requires the login privilege.

e Cache Passwords: Enable this setting if the Control Center is configured to use
authentication server(s) and Fail Over to Local is selected. This allows users to use a
previously saved password if no authentication server is available and the Control
Center fails over to local authentication.

e Fail Over to Local: Enable this setting to allow the Control Center to authenticate users
locally when no configured authentication server is available. When using this setting,
enable Cache Passwords to make the passwords available for local authentication.

e Limit Maximum Concurrent Sessions and Maximum Number of Concurrent Sessions:
These settings allow you to limit the number of open sessions that any user may have
on any particular Local Manager at a given time. Set the maximum number to O to
allow unlimited concurrent sessions.

If the Control Center or Local Managers are configured within the inventory to use RADIUS or
TACACS, at least one of the appropriate type of server must be configured. Up to four
authentication servers and up to four accounting servers can be specified for redundancy. All
must be of the same type, either RADIUS or TACACS. If an authentication server fails to
respond, the next server is queried; the first response determines whether the authentication
is successful.

For each server, enter the IP address and port; then enter and confirm the secret. For RADIUS
servers, the default port is 1645 or 1812; for TACACS, the default port is 49.

To remove server information already configured, click the Clear button associated with that
server.

* Authentication Servers

i IP Port
Authentication Server 1:
Secret Canfirm Secret
i IP Port
Authentication Server 2:
Secret Caonfirm Secret
i IP Port
Authentication Server 3:
Secret Canfirm Secret
s IP Port
Authentication Server 4:
Secret Canfirm Secret
v Accounting Servers
: ; P Port
Accounting Server 1: )
Secret Confirm Secret
IP Port
Accounting Server 2:
ccounting Server2: P L

When making changes on the Administration > AAA page, apply them in three ways:
= Update AAA settings only on the Control Center—click Save.

= Update AAA settings on the Control Center and at the root level of the inventory without
changing settings on Local Managers currently in the inventory—click Save and Copy.
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= Update AAA settings globally, overwriting existing settings on the Control Center and all
Local Managers—select Force settings to all appliances in hierarchy, then click Save
and Copy.

When making changes at the inventory group level from the Authentication page, apply them
without changing settings on Local Managers currently in the group or overwrite the Local
Managers' authentication settings.

= Update AAA settings for the group without changing settings on Local Managers currently
in the inventory—<click Save.

= Update AAA settings for the group, overwriting existing settings on all Local Managers in
the group and its child groups—select Force updates on children, then click Save.

Scope: inherited [] Force update on children m

Setting requirements for strong passwords

Configure strong passwords at any level within the inventory, on the Control Center only, or
globally. The password requirements can be tailored separately for different groups or Local
Managers within the deployment. For a detailed description of how to apply settings globally or
within a subset of the deployment, see Setting authentication globally or within the inventory.

Global or Control Center only: Administration > AAA Settings
Inventory group: Inventory > Group Detail > Configuration > Passwords
Single Local Manager: Inventory > Local Manager> Configuration > Passwords

For password restrictions to take effect, Use Strong Passwords must be selected. To remove
strong password restrictions temporarily, clear Use Strong Passwords while leaving the
restrictions configured.

» Authentication Servers
» Accounting Servers

* Password Settings

Use strong passwords:

Require mixed case:

Require numbers and punctuation:
Rejectvariation of login id:
Rejectword in dictionary:

Reject standard substitutions:

0

Reject sequences in numbers or letters:

Reject previous password:

Mumber of previous passwords to check:

Reject single character difference from previous password:
Enforce minimum passwaord length:

Minimum password length:

OFO000000000
[151)

Expire password:
Mumkber of valid days:

=1

Mumber of invalid attempts before lockout:

== ]

Lockout duration in minutes:

‘Save and Copy ) [ Force settings to all appliances in hierarchy m
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Restrictions include:

Setting Description

Require mixed case Password must have both capital and lowercase characters

Valid password example: PassWord

Require numbers and punctuation | Password must include at least one numeral and at least one symbol.

Valid password example: P@ssWerd

Reject variation of Login ID Password cannot be derived from the login ID

Invalid Example: adminl

Reject variation of previous Obvious variations on the previous password will be rejected. The

passwords following examples assume that the previous password was P@sserd
- change of case only; p@SSwerD will be rejected

- reversed character sequence; droWss@P will be rejected

- doubled sequence; P@ssWordP@ssword will be rejected

- string containing the earlier password; myP@ssword! will be rejected

Reject word in dictionary If both options are selected, users may not set passwords such as

Reject standard substitutions (@ p@$$werd.

for a, 3 for e, etc.) Valid password example: P&ssW*r#

Reject sequences in numbers or Users may not set passwords that consist of all the letters or numbers on
letters one row of the keyboard, in sequence either from left to right or right to
left, or a character string that contains such a sequence. Partial or

broken sequences such as abc!defg or qwerty12 may be used.

Reject previous password Recently used passwords may not be reused

Number of previous passwords to

check

Reject single character difference | When changing a password, at least two characters must be changed

from previous password

Enforce minimum password length | Keeps users from setting passwords short enough to be easily guessed.

Minimum password length

Expire password Forces users to change their passwords periodically.

Number of valid days
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Setting Description

Number of invalid attempts before | Specify the maximum number of times a user can attempt to log into a
lockout Local Manager before the Local Manager refuses further attempts, and
S the length of the lockout period. Set the number of attempts to O to
Lockout duration in minutes

disable lockout protection. The default lockout time is 30 minutes. These

settings apply only to Local Managers, not to the Uplogix Control Center.

ﬂ Do not create a password that ends with a space character. When an attempt is made to
log into a Local Manager using a password that ends with a space, the Local Manager strips
the space character and the login fails.

Working with user and group accounts
Administration > Users

Use the Users and Groups pages under the Administration tab to manage accounts. The
options on the Create/Edit User and Create/Edit Group pages are the same as those found in
the LMS commands config user and config group.

1 Uplogix Control Center

Administration > Users

Appliances
Users
MMM Settings
File Archive » Search -
frmpart | UseriD 5 Emall Address Sarver Login Disabled Descrif
Licenses - & EThompson ethompson{@xyzco.com no yes
ROl O & dJason no no
Server Privieges
O & Jose yes no
Server Settings
(] Paul no no
Users &
- & administrator yes no Server.
O & apones yes no
O /& athompson yes no
O & scott yes ne

8 items found, displaying all items.

Accounts that exist locally on a Local Manager are deleted when the Local Manager makes
contact and synchronizes with the Control Center. Accounts cannot be managed locally
through the LMS command line if the Local Manager is managed by a Control Center.

There is an exception for users whose passwords expire. If you log into a Local Manager with
an expired password, the command line prompts for a new password. When you set the
password, it is pushed up to the Control Center.
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User account management tasks include:

= Creating and editing user accounts

= Creating and editing group accounts

= Disabling user accounts

= Deleting accounts

Creating and editing user accounts

Administration > Users

To add a new account, click Add.

To edit an existing user account, click the User ID. When an existing user is edited, the Edit

User page displays a timestamp showing when the account was created. The account name

cannot be edited.

Search the list of users by entering a text string in the search box, select the type of search,

and click Search.

M
(L Uplogix Control Center

Dashboard

Administration > Users

Appliances

AdR Settings
File Archive
Groups

Import

Licenses

Roles

Server Privileges
Server Settings

Usars

Complete the fields needed to create the account and set it up appropriately for your

environment.

Reparts

Administration

Users
* Search -
Contains: | &
Doesn't have: [
Mateh all: [
Case sensitive: [
S o)
[] User D Emall Address Server Login Disabled
(=] & EThompson ethompson@xyzco.com no yes
O & dJason no no
O & Jose yes no
O & Paul no no

ﬂ Account names must be unique. For example, if there is a group account called sysadmin, a
user account called sysadmin cannot be created.

ﬂ Use only printing characters when completing text fields. Spaces are considered printing

characters, but may only be used in the description field.
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ﬂ Do not create a password that ends with a space character. When an attempt to log into a
Local Manager is made using a password that ends with a space, the Local Manager strips
the space character and the login fails.

Y
(L Uplogix Control Center

Dashboard Administration

Administration > Users > Create User

Create User Croate laor m
Privileges
Auditing User Information
Alert Subscriptions “Name:
Report Subscriptions Password:
Confirm:
Description:
Disabled: [
Time Zone: | (-6:00) US/Central | #|UseDST &
Start Date: | =
Expiration Date: .. &=

ﬂ If the Time Zone setting for a user account is changed while that user is logged in to a Local
Manager, the change does not take effect on that Local Manager until the user ends the
session.

Click Save when finished setting up the account information.

Initially, user accounts have no privileges, so the new user cannot log into the Control Center
or to the Local Managers within the deployment. Privileges must be assigned to the new user
account to allow the user to work with elements of your deployment. See Managing privileges.

Some users may need to receive alerts, reports, or audit other accounts. For information
about setting up these functions, see Setting up email, auditing and report subscriptions.

Several users can be created at once by importing a user file. See Importing user, group, and
privilege files.
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Creating and editing group accounts
Administration > Groups

Use the Control Center to create and manage group accounts across multiple Local Managers
to ensure a consistent user group organization and privilege policy.

To create or edit a group account, select Groups from the left menu under the Administration
tab. Existing groups are displayed in the Group box.

FY
(L Uplogix Control Center

REPRTS Administration

Administration = Groups = Create Group

Create Group

riiogos Create Group m
Auditing Group Information
Alert Subscriptions *Name: |
Report Subscriptions Description:
Start Date: | | =

Expiration Date:

To create a new group, click Add. Specify a name for the group and optionally provide a
description as well as a start and expiration date.

To edit an existing group, click the Group ID. This is equivalent to issuing the config group
command from the Uplogix LMS command line. When an existing group is edited, the Edit
Group page displays a timestamp showing when the account was created.

ﬂ Account names must be unique. For example, if there is a user account called sysadmin, a
group account called sysadmin cannot be created.

ﬂ Use only printing characters when completing text fields. Spaces are considered printing
characters, but may only be used in the description field.

Once the group is created, add users or other groups as members of this group. Members of
the group inherit group-related settings such as privileges.

User Guide for Control Center 97



Fa
(L Uplogix Control Center

Dashboard Schedule ‘Administration

Administration > Groups > InstallTeam

InstalTeam
Edit Group: InstallTeam | Save |
Privileges Created:04/25/2013 04:35:11
Auditing

o w Group Information
Alert Subscriptions

Report Subscriptions *Name: InstallTeam
Description: |
Start Date: | I
Expiration Date: | @

& Add To Group

» Email Addresses Count: 0
» Children: Users Count: 4

O Usar

[ & EThompson

O & Jason

0 & Paul

O & ajones
w Children: Groups Count: 0
Chemove ]

O Group

There are no child groups in group InstalTeam.

The Available Users and Available Groups list are populated with information from the Control
Center database. To add a new member to a group, the new user or group must first exist in
the database. Click Add and select the user or group from the pop-up window as appropriate.

Click Save to save the group. Initially, user groups are automatically inherited by Local
Managers. Initially, group accounts have no privileges so members of the group have only the
permissions assigned to their individual accounts. Group privileges must be assigned to the
new user account to allow the user to work with elements of your deployment. See Managing

privileges.

The group may need to receive alerts, reports, or audit other accounts. For information about
setting up these functions, see Setting up email, auditing and report subscriptions.

Several groups can be created at once by importing a group file. See Importing user, group,
and privilege files.
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Disabling user accounts
Administration > Users

To suspend access to a user account without deleting the account, go to Administration > Users
and select the User ID for the account to be edited.

On the Edit User screen, select Disabled and click Save.

4

Control Center

Dashboard Schedule

Administration > Users > EThompson

ETho
G Edit User: EThompson [ Save |

ST Created:04/24/2013 19:21:17
Auditing -
» User Information
Alert Subscriptions
Report Subscriptions *Name: _EThOITIDSOn

Password: |sssssesssssss

Confirm: |
Description: |
Disabled: &
Time Zone: | (-6:00) Us/Cemtral | #|UseDST
Start Date: ||
Expiration Date: lJ
&
» Email Addresses Count: 1

p Authorized Keys

The user is not able to log in while the account is disabled. The status of Disabled displays in
the user list.

FY
{LIZ Uplogix Control Center
hd

Dashboard Schedule Reports

Administration > Users

Appliances
Users
Al Settings
File Archive ¥ Search |
fore Contains: | | @
Doesn't have: [
Import
Match all: [
Licen 5
RS Case sensitive: [
i ey
Server Privileges - m—
Server Settings
Users L] UsariD Emall Addrass Sarver Login Disabled Dasc
O & EThompson ethompson@xyzco.com no I}'BS l
O & Jason no no
{ QRIC=rs HEES R

If the user is logged in when their account is disabled, the user is logged out immediately.
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Deleting accounts
Administration > Users
Administration > Groups

To delete an account, click the check box associated with the User ID or Group ID and select
Remove. This is equivalent to using the LMS commands config user no [username] and
config group no [groupname] on a Local Manager not managed by a Control Center.

@ Caution: There is no delete confirmation.

Managing privileges
Permissions, roles, and privileges are defined as follows:

=  Permission: Ability to use a specific command or capability; can be allowed or denied in a
role definition

= Role: A named set of permissions that a user is permitted to execute, such as admin

= Privilege: A role assigned to a specific account for a specific resource, such as "admin on
system" or "guest on port 1/4"

ﬂ Some permissions, such as config hierarchy, are not associated with specific commands
but provide override ability and should be used sparingly.

The Control Center restricts access to features based on a user’s privileges. For example, if a
user does not have a role that includes permission to use the config system ip command, the
IP configuration link is unavailable for that user on the Local Manager detail Page.

All aspects of working with the Control Center and the equipment it manages are affected by
account privileges. By default, user and group accounts have no privileges.

The administrator account on the Control Center has admin access to all features of the
server, but no privileges on individual Local Managers. So administrator cannot log into a Local
Manager. Conversely, the admin account on Local Managers has no privileges on the Control
Center. However, the administrator account has the config hierarchy permission, which
allows the administrator to manage individual Local Managers through the Control Center.

In this section:

= Adding server privileges to accounts

= Adding inventory privileges to accounts

=  Viewing and deleting user account privileges

= Creating and customizing roles

= Using TACAS to manage privileges

" Creating a superuser

= Limiting a user’s access to one port on one system
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Adding server privileges to accounts

Administration > Server Privileges

When a new user or group account is created, the account has no privileges. To log into the
Control Center and work with its web interface, users must have appropriate levels of server
privileges.

Privileges on the Control Center are assigned separately from privileges on the equipment in
the inventory. Both are needed if a user is to use the Uplogix web interface to work with Local
Managers and to access Local Managers individually via SSH.

Privileges can be assigned to several users at once by importing a permissions file. See
Importing user, group, and privilege files.

To assign server privileges, go to the Server Privileges page on the Administration tab.

FY
(L2 Uplogix Control Center
e

Dashboard

Administration = Server Privileges

et Server Privileges @

MMM Settings

File Archive Principal Role

Groups EThampsan 0 admin %

Import

Licenses

Server Privileges

Server Settings DlutissGmup > Role,

s 0 SJdose admin
[ /A administrator admin
O Salones admin
O Sathompson admin
O Sscott admin

5 items found, displaying all items.

Unlike inventory privileges, server privileges only apply to one resource - the Control Center.

Select a user or group from the User/Group list, select a role, and click Add. Groups are listed
first, followed by users. An * after the group name indicates a group.

As with Local Manager privileges, more than one role can be assigned to an account to tailor
that account's privileges.
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Adding inventory privileges to accounts
Inventory > Group Detail > Configuration > Privileges

When a new user or group account is created, the account has no privileges. Set an account’s
privileges to apply to all Local Managers in the inventory by assigning them at the root level or
limit privileges to specific inventory groups.

Inventory privileges are limited to Local Managers in the inventory, and the devices they
control. Server privileges must be assigned separately. See Adding server privileges to
accounts. To manage the inventory through the Control Center, users must have server
privileges.

Privileges can be assigned to several users at once by importing a permissions file. See
Importing user, group, and privilege files.

To add inventory privileges, select the appropriate inventory group from the Inventory page
and click Privileges under the Configuration menu.

Welcome mho

Dashboard Administration Sear:

Inventory = XYZCo_TX = Austin > Privileges

Inventory Group: Austin
Engineering Group

e | Remove Including Children

Summary
Privileges
w Configuration
Applet Rasource Principal Role
Arnive al : | SYSADMINS® & admin ¢
Authentication
Banners w
Default Port Settings
DNS m
Email
Environment (] Resource - User/Group Role
Export There are no privileges.
Liad No items found.
Modem
NTP
- Inherited Privileges
OS5 Policies
Passwords Node « Resource User/Group* Role
EhE XYZCo_TX all SYSADMINS = admin
Privileges
Prilacals XYZCo_TX all admin admin
Pulse 2 items found, displaying all items.
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Use the Privilege List page to assign privileges to accounts in the form of defined roles and to
specify the resources where each role is applied—all, system, modem, or powercontrol. If
labels have been created, these are available as resources also.

Select a user or group from the User/Group list, select a role, and click Add. Groups are listed
first, followed by users. An * after the group name indicates a group.

More than one role can be assigned to an account and be given different roles on different
resources.

F
(L Uplogix Control Center

Dashboard Schedule Reports Administration  Search

Inventory > XYZCo_TX = Austin > Privileges

Inventory Group: Austin
Engineering Group

i | eassign | Remove | Remove Incuding Chldren |

Summary
Privileges
w Configuration
Applet | Resource Principal Role
frenie v I SYSADMINS® ¢ [‘admin (¢
Authentication system |
Banners madem
- powercontrol
Default Port Setings _GBII
DNS m
Email
Environmant ] Resource - User/Group Role
Export There are no privileges.
LCD A
Mo items found.
Modem
NTP
Inherited Privileges
05 Policies
Passwords Node + Resource User/Group” Role
BEE XYZCo TX all SYSADMINS = admin
Privileges
Pratocols XYZCo_TX all admin admin
Pulse 2 jtems found, displaying all items.

Bmlnn

To remove privileges at the port level, select a Local Manager from the inventory and select
Privileges from Configuration menu.

Use the Local Manager's Privilege List to add or delete user roles by individual resource.

If the pre-configured standard roles do not meet your organization's needs, create roles to
meet the specific requirements of your deployment. See Creating and customizing roles.
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Viewing and deleting user account privileges

Administration > Users

To view or edit a user’s privileges, click the user id and then select Privileges from the left

menu.

Use the user privileges detail to see and delete specific privileges. In the example below, the
user EThompson has admin privileges assigned locally on Local Manager Pasadena, and inherited

guest privileges that have been assigned at the inventory group level.

fﬁl Uplogix Control Center

Dashboard

EThompson
Privieges
Auditing
Alert Subscriptions

Report Subscriptions

Administration > Users > EThompson > Edit User

Privileges: EThompson

Appliance Privileges

[So———

[] Appliance ¥ Rasourco Rola Inharited
|| Pasadena port1/1 admin

| port1/2 admin

] powercontrol guest

= modem admin

4 items found, displaying all items.

Creating and customizing roles

Inventory > Configuration > Roles

A role is a set of commands that a user is permitted to execute. When privileges are assigned
to a user or group account, the account is associated with one or more roles on one or more

resources. See Adding inventory privileges to accounts.

The Control Center provides the same predefined roles that are available in the Uplogix LMS
CLI. In addition to these standard roles, custom roles can be defined to suit your deployment.

Roles may be created at the root level to apply globally or they may be created within an

inventory group to apply only to that group and its child groups.

To view a list of roles defined for any given inventory group, select the group from the
inventory list and click Roles under the Configuration menu.

On the View Roles page, click Add to add a role or select the Role 1D to edit an existing role.
This is equivalent to issuing the config role command from the Uplogix LMS command line.
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F
(L Uplogix Control Center Welcome mho

Dashboard Inventory Alarms Schedule Reports Administration Search

Inventory = XYZCo_TX = Austin > Roles

Inventory Group: Austin
Engineering Group

=3 Remove ncluding Chitdren

Summary Roles

w Configuration

Applet [ Add J Remove J import Role XML File ]

Archive

Role + Description Active Scope -

p admin active inherited

Authentication
Banners

Default Port Settings | P guest active inherited
DNS

Email

2 items found, displaying all items.

Environment
Export

LCD
Modem
NTP

05 Policies
Passwords
FPP
Privileges
Protocols
Pulse
Roles
Rulas

Riila Sate

The role name is required when creating a new role.

Use only printing characters when completing text fields. Spaces are considered printing
characters, but may only be used in the description field.

Specify the role permissions by selecting them from the Available Permissions list and using
the Add Allow and Add Deny buttons.

To select more than one permission at a time, use shift-click on the first and last items in a
range or use control-click to select permissions separately.
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ra
{LIY Uplogix Control Center
hd

Help | Pr
Welcome mhoward - 11/06

Dashboard Inventory Alarms Schedule Reports Administration Search —
Inventory > XYZCo_TX > Austin > Roles
Inventory Group: Austin
Engineering Group
“edie | Reassign | Remove | Remove Including Children
S
i Create Role — Force update on children m
w» Configuration
b Role Information
Archive =
Authentication Name: |
Banners Description: |
Default Port Settings Start: |
DNS End: |
Email
Environment P Inslons
Export
LCD Available Permissions
Modem assimilate
e autorecovery
capture
0S Policies certify
Passwords clear counters
clear log
PPP i
e
Privileges clear service-module
clear Xbrowser
Protocols config aaa
Puise
config authentication
ol confg backup e —
Rules
config device logging
-

Secondary Ethemet config export
- config filter
SHactal config group
Server confin hisrarchy
SHMP
Syslog
Temeay Scope: local ~ Force update on children (T
VPN
» Reports

As with many other settings, when a role is created it is automatically inherited by any Local
Managers and child groups within the current inventory group. If a role with the same name
already exists on a Local Manager or child group within the current inventory group, select
Force update on children to overwrite it.

Once the privileges for the role are defined, click Save.
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Using RADIUS/TACACS to manage privileges

Setting up a user account to use a RADIUS or TACACS ACL allows the TACACS server to send
group member information in the initial login transaction. To use this feature, the account
must be set up on the RADIUS/TACACS server.

The general procedure is as follows:
1. Configure the Control Center to use RADIUS or TACACS.
2. Set up a user group and associate a RADIUS or TACAS ACL to it.

3. Assign at least one role to give the group the desired set of permissions; create a
suitable role if necessary.

These steps are described in detail below.

ﬂ If AAA functions are delegated to an external server, create a user with the admin role on
the Control Center and add that account on the external server beforehand. If no user has
the admin role on the Control Center, the administration functions are not accessible.

Set up authentication
On the Administration > AAA Settings page, set up the Authentication Settings as follows:
1. Under Authentication Type, select RADIUS or TACACS.
2. Select the appropriate authentication method.
3. Select Use RADIUS/TACACS Authorization.
4

If you want to automatically create Uplogix user accounts for users defined in your
AAA server, choose Select Create Users.

5. Enter the IP address and shared secret for each AAA server. Up to four servers may be
specified.

6. Optionally, select Cache Passwords to ensure that user accounts, passwords and
privileges will still be available if the AAA server is offline during a future login
authentication/authorization.

ry Help | P
i

2 Uplogix Control Center Welcome mhoward - 11/06

Schedule

Adminisiration » AAA Sellings

Appliancas

AAA Settings m
AAA Sattings
Fila Archive +  AAA Setlings
Granips
o Accounting type: | _none % | Only applies to apphiances
Impiort
Licenses Authentication Type: © Local © RADIUS @ TACACS

Authentication Method: © PAP © CHAP © MS-CHAP
Use RADIUS/TACACS Authorization: £ Use RADIUS/TACACS o assign users (o groups.

Create U . [ Create users that have a valid lagin but do not exist locally. {requires RADIUS/TACACS
Server Setfings Todie L sar: Authorization)

Roles

Server Privileges

Usars Cache Passwords: Save server passwords locally.
Fail Over to Local: E If servers are down, authenticate locally.
Limit Maximum Concurrent Sessions: [ Only applies o appliances

Maximum Number of Concurrent

3 5 | Only applies to appiances
Sessions: s ey
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When a user logs in to the Control Center with Cache Passwords enabled, the Control Center
verifies the password with the authentication server and then updates the user account
(caching) on the Control Center. Since the account is updated, this change gets pushed down
to all the Local Managers, changing the user's password on Local Managers throughout the
inventory.

Using this method, the Control Center can be configured to use AAA, but the Local Managers
don't have to. The Local Manager receives the user's new password via the Control Center and
authenticates locally with the password received remotely. Although the user logs into the
Local Manager with the account's TACACS password, the Local Manager is not really contacting
the TACACS server.

In this scenario, if the user's password changes on TACACS, it is not updated on the Local
Managers in the inventory until the user logs into the Control Center to cache the new
password. At this time it is pushed to the Local Managers. Evaluate whether this is a suitable
approach for your environment.

ﬂ Uplogix User passwords are encrypted on the Control Center and Local Manager using AES
encryption.

Create a group and assign a TACACS ACL
The group provides a means to associate roles to the TACACS ACL.

1. Under Administration > Groups create a group. Users do not need to be added to the
group.

2. Enter a name or a number that means something to you in the TACACS ACL field.

|
{!.!1 Uplogix Control Center Welcom|

Dashboard

Administration > Groups > InstallTeam

InetallTaam
Edit Group: InstallTeam [ Save |
Priviages Created:04/25/2013 04:35:11

Audiing
. = Group Information
Alort Subacriptiona
Repart Suhseriptions "Name: Ins@aliTeam
Description: |InstallersRock
Start Date:
Expiration Date:

&
¢ Email Addresses Count: 0

~ Children: Users Count: 4

User

EThomygrson
Jazson
Paul

ajones

bbb

+ Children: Groups Count: 0

3. Assign suitable roles to the group. See Adding server privileges to accounts and
Adding inventory privileges to accounts. Users are not able to authenticate until they
have roles.
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Once the user is created and is able to authenticate to the Local Manager, authorization can be
added by adding an ACL under the “Exec” service in your user or group. In most Unix TACACS
deployments, the users file can be edited and the following lines can be added to either the
group or the user:

service = exec {
acl = <acl name/number from Uplogix Control Center group>

}

Refer to your TACACS administrator guide for more specific examples of configuration required
for this functionality.

To enable authorization on an existing TACACS user with Cisco ACS:

1. On your ACS, create a group for your users and then edit it by clicking Edit Settings.

Group Setup

Group : | 2: SupportGroup (4 users) v

[ users in Group ] [ Edit Settings I Rename Group

2. Edit this group to include the following options: Shell (exec) and Access control list.

Group Setup

BT MY Access Restrictions b

[S e ANVAPIE -

[J Routing CEnabled '

Note: PPP LCP will be automatically enabled if this service is enabled

¥ Shell (exec)

Access control list groupi8, groups
[0 Auto command

[0 Callback line

[0 Callback rotary

O Idle time

[0 No callback verify CJEnabled
[J No escape [JEnabled
[0 No hangup [IEnabled
[ Privilege level

O Timeout

Shell Command Authorization Set

® None
Assign a Shell Command Authorization Set for any network
device

[ Submit ][ Submit + Restart ][ Cancel ]

3. Add a list of groups that you wish your users to be a part of, and then click Submit +
Restart.
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Create new users or add the ACL to existing users.

= The RADIUS Vendor specific attribute (VSA) "Uplogix-Version" is used to configure
information specific to Uplogix.

= A new field called "Uplogix-User-Groups" in the VSA to hold a user's group information
should be created.
s The field can contain a single group name or comma-separated list of groups.

s The group names must be established and configured on the Uplogix system
separately from the RADIUS configuration.

s On successful login on RADIUS, the VSA for Uplogix will be returned with the RADIUS
response to the Uplogix device.

These steps are described in detail below.

= The Radius Dictionary contains these fields and is also available from the Uplogix support

site.

Uplogix 10243

BEGIN VENDOR  Uplogix

ATTRIBUTE Uplogix Version 1 string
ATTRIBUTE Uplogix User Groups 3  string
ATTRIBUTE Uplogix CLI Command 4  string
ATTRIBUTE Uplogix Envoy Serial 5 string
ATTRIBUTE Uplogix Task ID 6  string
END VENDOR Uplogix

Example: Creating a superuser

The Control Center is a resource, just as Local Managers and their ports, modems, and power
controllers are resources. Users cannot log into the Control Center until they have privileges.

The administrator account on the Control Center has admin access to all features of the
server, but no privileges on individual Local Managers. Therefore, administrator cannot log into
a Local Manager. This account does have the config hierarchy permission that allows the
administrator to manage individual Local Managers through the Control Center.

Conversely, the admin account on Local Managers has no privileges on the Control Center.

Server privileges and Local Manager privileges are separate and must both be explicitly
assigned if a user is to work with equipment in the inventory as well as the Control Center
itself.

To create a user who can execute any operation on any resource, first create the user. See
Creating and editing user accounts.
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1. Go to the Server Privileges page and assign the admin role to the user.

L |
{LIZ Uplogix Control Center
hd

Administration > Server Privileges

Appliances
Server Privileges
AAA Settings
File Archive [ Principal =
Groiios admin ¢
I InstalMeam™
et Jason = =
Licenses Jose -m
Paul
£30ins TrainingGroup*
Server Privieges administrator
ajones
Sarver Seftings " Role
admin
Users L
0O Zadministrator admin
O Lajores admin
O Sathompson i
3 Qscott admin

5 items found, displaying all items.

2. Go to the Inventory tab. The detail page for the root group is displayed. Click
privileges.

3. Assign the user admin privileges on all resources.

v
{UI Uplogix Control Center

Dashboard vent Administration ~ Search

Inventory = XYZCo_TX = Privileges

Inventory Group: XYZCo_TX
Example Customer

Summ;
= Privileges

w Configuration

Applet Principal Role

(I al _EThompson ¢

Authentication - guest

Banners

Default Port Setings
DNS

ot S——
Environment | Resource UseriGroup Role

Export N Al SASYSADMINS arimin
LcD
Modem
NTP 2 items found, displaying all items.
0S Policies

Pazawnrris

PPP

Privileges

Protocois

- all B, admin admin

This is the root group, so there are no privileges defined above here.

4. The user now has access to all commands and capabilities on the Control Center and
on all equipment at every level of the inventory.
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Example: Limiting a user's access to one port on one system

Sometimes a user needs only minimal access. In this example a user is created who can only
log into one Local Manager, and after logging in, can only execute the terminal command on
port 1/1. To do this, we must complete the following:

" Create a custom role

= Create a user account that will have this role

= Apply the role to the appropriate resources

Creating the role

On the Administration > Roles page, click Add to open the Create Role page. Use this page to
create a role that is universally available.

If the role should only be available within a specific inventory group and child groups, access
the Create Role page by clicking the Roles button on the appropriate inventory group detail
page.

For this example, a role called terminalOnly will be created that can be assigned at the system
level and on the desired port. This role gives only the permissions required for a user to be
able to open a terminal session to the device on port 1/1.

Users can only execute commands while logged in to the Local Manager, so the user's
permissions must include the login permission on the system.

The terminal command runs on the port resources only, so this user needs to navigate to the
appropriate port in order to open terminal sessions. There is no "port" permission. Instead,
use the show status permission. When applied to a port, this permission allows the user to
navigate to the port.

When the user has navigated to the appropriate port, this role must allow the user to execute
the terminal command, so the role must include the terminal permission.

{:I:I:1 Uplogix Control Center welcemea}nn:sh-lz
Dashboard Inventory Alarms Schedule Reports  Administration  Search

Administration > Roles > Create Role
Faarces Create Role L Force update on children ([ETR
AMA Bottings
Filo Archive Role Information

Groups
Name: |terminalOnly

ol Diescription:

Licenses Start:
Roles End: .
Sorvor Privioges
Sarvor Settings Parmissions
ol Available Permissions
show system properties allow login
show system protocels allow show status

shuw system pulse alluw terminal
show system serial

show system siot

chow syctem samp

show system subinterface Add All
show system sysloa-opticns
shuw system timeout

show rech

show user

show version

show von

show whe

oW >3

show xbroweser
shurdown
squeeze
suspand
terminal
terminal hreak

Scope: Incal g Foree update on children m

Once the required permissions have been added, click Save to save the terminalOnly role.
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Creating the user account

On the Administration > Users page, click Add to open the Create User page.

For this example, a user account called termOnlyUser is created.

Y
(LIl Uplogix Control Center
k4

Dashboard

Administration > Users > termOnlyUser

termOnlyU
sy Edit User: termOnlyUser =3

FLE Created:08/02/2013 19:08:43
Auditing )
» User Information
Alert Subscriptions
Report Subscriptions *Mame: termOnlylUser
Password: |ssssssssssass

Confirm: |sssssssssssss

Description: |
Disabled: [J
Time Zone: | (-6:00) Us/Central [+|UseDST &
Start Date: | =
Expiration Date: &
&
» Email Addresses Count: 0

» Authorized Keys

Applying the role to create permissions

This user account does not need access to the web interface, therefore no server privileges are
assigned.

The account should only provide access to port 1/1 on a single system, so privileges from the
Local Manager's expanded detail page are assigned.

Locate the appropriate system in the inventory. On the Configuration menu, click Privileges
to open the Privilege list for the system.

Assign the terminalOnly role to termOnlyUser on the system resource. This allows
termOnlyUser to use the system-level permissions (login and show status) in the terminalOnly
role.
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FY
il Uplogix Control Center
o

Dashboard

Inventory

Inventory > XYZCo_TX = Austin > Building 1 = Pasadena = Privileges

:ﬂ: Pasadena (192.0.2.1)

Last Alarm: 21h 16m |

“cur | sehedute Task | e | Reassion

Summary
Alarms
Events
Scheduled Tasks
Session Logs
SLV Stats
w» Configuration
MApplet
Archive
Authentication
Banners
Default Port Settings
DNS
Email

Environment

Modem
NTP

05 Policies
Passwords
PPP
Privileges
Properties

Alarms Schedule Reports Administration Search
Last Event: 42s
Privileges
R Principal Role
all v- .Tar.'nDnIyiJsar v. TermOnlyRale | v
" Add
all
systamn
| portd
port1/2 User/Group Role Inherited
| portisa & athompson admin %
port1f4 ZASYSADMINS admin oy
i B admin admin i
powercontrol r
& rmonk admin %
Ll modem a

4 ftems found, displaying all items.

Assign the terminalOnly role to termOnlyUser on the port 1/1 resource. This allows
termOnlyUser to use the port-level permissions (show status and terminal) on this port only.

The show status permission allows the user to navigate to the port; terminal allows the user
to open terminal sessions.
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L}
{LI Uplogix Control Center
hd

Help | Pr
Welcome mhoward - 11/06

Dashboard Schedule Administration
Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Privileges
:g: Pasadena (192.0.2.1)
Last Alarm: 21h 18m | LastEvent: 38s
i | schedule Task | Edie | Reassign | [Remove
Summary
Privileges
Alarms
Events R F Role
Scheduled Tasks system v -Tamo;ﬂyﬂs«ar T= [ TermOnlyRole [« |
Session Logs | Q
SLV Stats ll m
» Configuration | system
| Er—
Aachbye || potirz . User/Group Role Inherited
fiheelication portia &, athompson admin =
Banners eiks
104 <] admi :
Default Port Settings i S°SYSADMINS admin 3
DNS podifs &, admin admin -
Email powercontrol =
5 & monk admin
Environment modem
Export n sysm - &Tﬁ(mOrlyUsar TermOnlyRole
1P 5 items found, displaying all items.
IPvE
IPT
LCD
Modem
NTP
OS5 Policies
Passwords
PPP
Privileges
Properties

The user termOnlyUser can now log into the Pasadena system and open a terminal session to

the device on port 1/1.
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Importing user, group, and privilege files

Administration > Import

The Control Center can import preformatted lists of user accounts, group accounts, privileges,
and group members. This feature is useful if managing accounts and privileges in a third-party

application such as Microsoft Excel. The import functions accept comma-separated value (CSV)
formats.

[
{LIZ Uplogix Control Center
b

Dashboard Administration

Administration > Import

Appliances

Import
ASA Settings
File Archive Import Users CSV File
Groups = =

| Choose File | no file selected

kmoon Action: COAdd/Update T Delete
Roles

Server Privilepes

Import Groups CSV File
Server Settings

Users ! Choose File | no file selectad
Action: OAdd/Update T Delete

Import User Group Membership CSV File

Action: O AddiUpdate O Delete

Import Privileges CSV File

| Choose File | no file selected

For information on setting up the CSV file, click Help in the appropriate Import box.
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IEJ:} Uplogix Cq

Dashboard

Administration = Import

Appliances

Adh Settings
File Archive
Groups

Import

Licenses

Raoles

Server Privileges
Server Settings

Users

Field Summary:

username,description timezone dst,alentEligibility,alertFrequency,start, expire password email

Examples:

bob,desc,US/Central TRUE,* * * * *,1/1/00,12/12/05 bob,bob@company.com,
bob,,,,,...bob@uplogix.com,

» [fusername entry appears more than once in the import file, only the first record is processed.

Field Detalls  Required Default Notes
username yes
description no When updating, an empty value will clear the field.
timezone no US/Central When updating, an empty field will leave existing value
unchanged.
dst no TRUE When updating, an empty field will leave existing value
unchanged.
alertEligibility no mEmee When updating, an empty field will leave existing value
unchanged.
alertFrequency no 2 When updating, an empty value will leave existing value
unchanged.
start no When updating, an empty value will clear the field.
expire no When updating, an empty value will clear the field.
password yes When updating, an empty value will leave existing value
when unchanged.
adding
email no Always treated as In-Band unchecked, Out-of-Band

unchecked, Terse unchecked. When updating, an empty
value will leave existing entries unchanged. Populated
value will add to existing email entires for the user, unless
an exact match already exists.

SRR ECTRN OO,
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Logs, reports, and diagnhostics

The Control Center captures several kinds of information about the Local Managers it manages
and the devices connected to each Local Manager, as well as user activity. This chapter
describes how to access information about:

Events—major user actions such as login, logout, and changes to accounts; major
automated actions

Alarms—records of changes that may trigger alerts or other actions
Logs—Iline-by-line records of all user activity

Reports—details on alarms, changes, events, or sessions

In this chapter:

Setting up email, auditing, and report subscriptions—configure an account to receive
reports and alerts from the Control Center

Viewing alarms and events—global, group, and Local Manager views

Viewing reports—receiving, downloading, and viewing reports from the Control Center

Viewing archive status information for a Local Manager—time the last archive took place,
whether it was successful, and related information

Viewing Local Manager syslog setting—current device syslogs

Viewing session logs and auditing users—view transcripts and configure accounts to
receive reports of activities

Sending logs to Technical Support—how to send information to the support team for
troubleshooting

Replacing a Local Manager—replace a Local Manager with a new Local Manager and
transfer all configurations and data from previous Local Manager

Shutting down the Control Center—how to properly turn off the Control Center
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Setting up email, auditing, and subscriptions

To provide subscribed information, alerts and reports, the Control Center must be configured
to send email. For more information, see Configuring mail settings.

To receive alerts from Local Managers and reports from the Control Center, the user account
must be:

= configured with an email address where alerts from the Local Managers and reports from
the Control Center can be received

=  subscribed to the desired alerts and reports
To audit other accounts, the account must be:

= configured with an email address where alerts and reports are received from the Control
Center

= configured to audit at least one other account

= subscribed to the appropriate session report (hourly, daily, weekly, or monthly) for the
account to be audited

These can be configured on the Create/Edit User or Create/Edit Group pages. Click the right
arrows * to expand the collapsed sections of these pages.

Configuring an account to receive email from the Control Center

For an account to receive alerts (from Local Managers) or reports (from the Control Center) by
email, at least one email address where the user can receive alerts and reports (including user
audits) must be entered.

The in-band and out-of-band settings only apply to information that Local Managers email to
you. By default, the address entered is used in both situations.

Select Terse to limit the message to a subject line only. Use the Terse setting for email
directed to a pager or cell phone. Click Add Email when all the email information has been
entered and then Save on the edit user details screen.

ﬂ To remove an email address, use the clear button rather than manually clearing the address
field.

r Help | Profile
1
.g. Uplogix Control Center Welcome ajones - 08/02/201
Dashbaard Imwnznry Alarms "  Adminisrarion Search | L
Administraion > Usaers > EThompson
EThaogmon
Edit User: EThompson (Save |
Priviogos Created:04/24/2013 19:21:17

Auditig
e e i

*Name: EThompsan
Password:

Confirm:
Deescription:
Disablad: B | oETh .5 |
Tima Zona: | {

Email;
Stan Date:

Expiratian Date: In-bnd: i
& Out-ol-bang; o
Torse:
*  Email Addres.

| Email Addn e

| Thare ans no amal addressss st or EThompson |

»  Authorized Keys
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Configuring the account to audit others and to be audited

To allow the user to audit others, select the user from the User menu under Administration by

clicking on the User ID. Then from the left menu, select Auditing. In the auditing detail
page, add auditees by clicking the Add button and selecting users from the checklist. Click

Add Auditee(s).

e
(L Uplogix Control Center
e

Wel
Dashboard Inventory Alarms Schedule Reports Administration Search
Administration > Users > EThompson > Edit User
EThompson o —
(i N | X
Privileges : = — - L
|
) User/Gi Description i
ser/Grol : escr : |
Alert Subscriptions . i
[ g InstaliTeam
Report Subscriptions B
| ] & Jason "
[ & Jose L]
O & Paul
) 51 TrainingGroup Weekly Training Team |
|
] & ajones |
] & athompson g
||
[ & scoft I
[ & termOnlyUser -]

9 iterns found, displaying all items.

To allow another user to audit this user, open the Auditor Picker by clicking Add. Add auditors

following the same steps as adding auditees.

To allow this user to audit others, the user must also be subscribed to session reports. See

Subscribing to reports.

Subscribing to alerts

Administration > Users > Edit

Individual user accounts may subscribe to alerts.

Subscribe the account to alerts on the desired resources.

= Subscription resources are individual ports, modem, powercontrol, system, or all.

=  Sub-resources are interface, chassis, or all.
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He

L4}
{2 Uplogix Control Center Welcome ajones -

Dashboard Schedule Reports

Administration = Users > EThompson > Edit User

EThompson

Subscriptions: EThompson [save |
Privileges
Auditing v  Alert Subscriptions
Alart Subscriptions

4 Appli Resource Sub-resource Interface Name ‘Wait Time (min)

Report Subscriptions

sler, ak s il | L

o] Sub Nama Wait Time {min)
There are mo alert subscriptions configured.

» Alert Options
(S

Click Save at the top or bottom of the page when finished setting up the account information.

Subscribing to reports
Administration > Users
Administration > Groups

To subscribe an account to reports, go to Administration > Users or Administration > Groups and
select the User ID associated with the user. Then from the left menu, select Report
Subscriptions. This link is only active if the account is configured with an email address.

The report subscription specifies how often the report is created and emailed.
The report subscriptions link takes you to the Report Subscriptions page.

Choose the Local Manager inventory group or port from which to receive reports, and the file
format for the report - CSV, HTML, or PDF. Click the Subscribe links to subscribe to the desired
reports. Depending on the file format selected, the user may receive zipped files.

Help | Pro
Wealcome mhoward -

2 Uplogix Control Center

Inventory Alarms Events. Schedule Reports Administration

Administration = LISers = mnoward > Fait LIser

Report Subscriptions: mhoward

. licns [0 scope Group HName Resource To Addrese
Report Subacriptiona [l Applance Alarme Hourty A101101100 mhoward@uploges. cor
[0 ‘nventory Group Logina Dady Auatin mhoward@uplogidcor
[0 tventary Groug Changes Daiy Austin mhoward@uplogoccor

» lLabel Repons

* Inventory Group Reports

livenlury Groups | Austa . |Email:| mhowardSuplogix.com | &WI{T\‘WI PDF v

Gruoug Narne File Freyuency
O Alanns Huurky alarmsByhvdeRepurL jixml HOURLY
) Alarms Daily alormaByNodeReport jreml DALY
o Alarms Weekly alarmaByHodeReport jreml WEEKLY
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Session reports are available in the Principal Reports area at the bottom of the page. You can

only subscribe to session reports on accounts that are configured as auditees on your user

account. For more information on this, see Configuring the account to audit others and to be

audited.

Specifying when and how often the subscriber receives alerts

Administration > Users > User ID > Alert Subscriptions

By default, alerts are emailed to subscribed users every two minutes while they are active.

Limit the number of alerts that a user receives with the Alert Options settings on the Alert
Subscriptions page.

N
(L2 Uplogix Control Center

Dashboard

Reports Administration

Help
Welcome ajones - 08

Administration > Users > EThompson > Edit User

EThompson
Privileges
Auditing
Alert Subscriptions

Report Subscriptions

Subscriptions: EThompson

+ Alert Subscriptions

search

A Resource Sub: Name Wait Time {min)
select all ) all 4 [0
| Appli R Sub. Name Wait Time (min)
There are no alert subscriptions configured.
v Alert Options
Specify when alerts should be received
Days of the week: [+ (0-6, where 0=Sunday)
Months of the year. |* _: (1-12, where 1=January)
Days ofthe month: |* | (1-31)
Hours: |*  |(0-23)
Minutes: | * i (0-59)
Frequency: |0 minutes
Threshold: 2 | (number of occurrences before an alert is sent)
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Alert Options specify the times, days, and frequency when alerts may be emailed to this
user. The limit options are as follows. Leave the wildcard * character in the fields you do not

wish to restrict.

Option

Description

Days of the week

Limit the receipt of alerts to certain days of the week. Specify the range of days

numerically with 1 representing Monday.

For example, if the user should only receive alerts from Friday through Monday,

enter 5-1.

Months of the year

Limit the receipt of alerts to certain months. Specify the beginning and ending

month by number.

For example, if the user should only receive alerts from September through

May, enter 9-6.

Days of the month

Limit the receipt of alerts to certain days of the month. Specify which days by

number.

For example, if the user is on call only from the 16th to the end of the month,
enter 16-31.

Hours

Hours are specified in UTC time.
Limit the receipt of alerts to a specific time of day. Specify start and end time.

For example, if the user is in the US central time zone (UTC -6:00) and needs
to receive alerts generated between 5 p.m. and midnight, convert these times to
UTC (00:00 to 06:00) and enter the hours as 23-6.

Minutes

Limit the receipt of alerts to a specific part of each hour. Specify the start and

end minutes.

For example, if the user should only receive alerts during the first 15 minutes of

every hour, enter 00-15.

Frequency

Set how often the Control Center sends alerts. Alerts can be sent as seldom as

every 120 minutes or as often as every minute.

Threshold

If the user would like to receive alerts after a specific number of occurrences of
the alert, set the number of occurrences as the threshold.
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Viewing alarms and events
Alarms and events are similar. Both are logged. An alarm differs from an event as follows:
= An alarm has a duration—it remains active as long as the triggering condition exists.
= An alarm has a state—current or cleared.

The Alarms page provides a quick overview of active alarms on any of the managed Local
Managers.

The alarm summary shows when an alarm was last generated, how long it has been active,
which Local Manager it occurred on, and a message detailing the alarm. If the alarm involves
a specific device and/or interface, that information is displayed as well. Alarms can be filtered
by Local Manager, and by number of results. To quickly access the Local Manager reporting
the alarm, click the hostname in the Local Manager column to bring up the Local Manager
detail page.

{ﬁl Uplogix Control Center

Dashboard A Administration Search
Alarms

b Search -\

Last Occurrence * Duration Appliance Device Context Message
0B/05/201312:49 Pasadena AustinR1-SRE Envoy unable to commun

To view events on a Local Manager, navigate to the device and select Events from the menu.
The Events page shows recent events for the selected Local Manager. Each entry shows the
time of the event, the device and interface on which it occurred (if available), the user, and a
descriptive message.

{@ Uplo Control Center

Welcome 3

Dashboard Schedule Reports Administration

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Event Stats

:g: Pasadena (192.0.2.1)
Last Alarm: 3h 10m | LastEvent: 25m 6s

Schedule Task | Edit
Summary
Events
Alarms
Events » Search |
Scheduled Tasks
Time + Context User Message
Hassion Logs 01/30/2014 12:07 admin User logged out of Envoy. (Envoy detected usel
SLV Stats . .
01/30/2014 19:07 admin User logged into Envoy.

w Configuration

2 items found, displaying all items.
Applet

Search the list of events by entering a text string in the search box, selecting the type of
search, and clicking Search.
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Alarm and event reports for inventory groups can also be viewed. Go to the appropriate group
detail page and select the report that spans the time period of interest.

FY
(L2 Uplogix Control Center

Dashboard ; Administration ~ Search

Inventory = XYZCo_TX > Austin > Report

Inventory Group: Austin
Engineering Group

Ceain Remove Incluing Children

Summary
View Report
» Configuration
» Reports View report containing | 07/28/2013 Da:00:00 | 7] s

Alarms
Hourly
Daily Uplogix Control Center Start: 07/28/2013 00:00 UTC
Waskly End: DB/04/2013 00:00 UTC
e Weekly Alarms Report

onthly
Uplogix Device Flag Start Time (UTC) Duration

Changes
Hoiiy Pasadena portd/1 CLEARED 05/05/13 13:22  B86d 1h
Daily Message: TCP driver connection error. (Error reading 192.168.93.201:22 - No route to host)
ek Pasadena CLEARED 07/273/13 06:50  3d 7h

st Message: System and management server clocks are more than 20 seconds out of sync.

Monthly Pasadena CLEARED 07/27/13 06:50  3d 7h

Events Message:  NTP server Invalid. ('203.0.113.3', server strata too high)
Hourly Pasagena port4/ 1 CLEARED 07/28/13 0B:01  1m 46s
Daily Message: TCP driver connection error. (Error reading 192.168.93.201:22)
Weekly Fasadena port4/1 CLEARED 07/30/13 14:34  1s
Monthiy Message: TCP driver connection error. (Error writing 152.168.93.201:22 - No route to host)

Viewing reports

The Control Center regularly archives data received from Local Managers. Reports can be
generated from the inventory group and Local Manager level. A report from the inventory
group level includes information from all Local Managers within the inventory group, while the
Local Manager level only includes the specific Local Manager.

Inventory group reports
Inventory > group detail > Reports

Access inventory group reports from the Group Detail page. Expand the Reports menu and
click the link for the report of interest.
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FY
(L Uplogix Control Center
o

Dashboard Inventory Alarms Schedule Reports Administration

Inventory = XYZCo_TX = Austin > Detail

Inventory Group: Austin
Engineering Group

Summary

Inventory Group: Austin
p Configuration

+ Reporis « Inventory Group Children
Alarms
Hourly Child Group Description
Daily Building 1
Weekly Marketing
Monthiy
P
Hourly
Daily
Weaekly w Appliance Children
Monthily
FLa Appliance IP Hostname
Houy There are no appliances in this group.
Daily
Weekly  Add
Maonthly
Logins
Hourly
Dailv

If necessary, specify the desired range of times.

Reports start at the beginning of the specified time span. For example, a weekly report begins
on Sunday rather than showing the previous seven days; a monthly report begins on the first
of the month rather than showing the previous 30 days.

View Report

View report containing | 07/14/2013 oo:00:00 | ] (LAY Download PDF

Uplogix Control Center Start: 07/14/2013 00:00

. End: 07/21/2013 00:00
Weekly Logins Report

Uplogix Username  Client IP Conn Type

Ocecurred (UTC)

Darsdons ERET v OO AT REE ENN T BER TEFA Bakhe s FOATech AFITFIT AR

Once the time period of interest is specified, click Display, Download PDF or Download
CSV as appropriate.
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Local Manager reports

Inventory > Local Manager > Reports
Access Local Manager specific reports from the reports menu on the Local Manager page.

Reports by label
Reports > Reports by Label

Most reports are available on the Group Detail, Local Manager Detail, and Port Detail pages.
However, reports can also be generated for custom labels. If labels have been created for
managed devices (see Creating categories for managing devices), standard reports for each
label are available on the Reports by Label page.

{LIZ Uplogix Control Center

hd

Dashboard Inve L2 : Administration

Reports = Reports By Label

Report Assignments
View Report by Label
Report Files

Displa
Reports by Labsl

Label: | Core Switches % |

() Alarms Hourly
() Adarms Daily

1 Alarms Weekly
(1 Alarms Monthly
() Changes Hourly
() Changes Daily
() Changes Weekly
() Changes Monthly
() Events Hourly
() Events Daily

() Events Weekly
() Events Monthly

1 Privileges
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Report files
Reports > Report Files

Reports are generated from Jasper XML files. Several are included with the Control Center, but
custom files can also be uploaded. Once uploaded, these files are available for use on the
Report Assignments page.

After creating a custom Jasper file, browse to find it and click upload. The file is now available
from the list of files on the Report Assignments page.

4] Help | Profile |
L
:H‘ Uplogix Control Center Welcome mhoward - 03/26/2009 16

Inventory Events Schedule Repurls " Administration 1B Print

Reports = Report Files

Report Assignments =
i, Report Files
Report Fies

Reports by Label ¥ Upload Custom Jasper File

File: [ Bowss

* (Custom Reports
=

[[]  File Name

Thers are no custo

¥ Uplogix Reports

alarmsByEnvoyReportinmi
alarmsByLabelReport jreml
alarmsByModeOnlyllodemRepart jremi
alarmsByModeReport joaml
alarmsBy

BySystemReport jrml
configChangesByEnvoyReport jromil

alarms

Please contact support@uplogix.com if you need assistance with this feature.

Report assignments
Reports > Report Assignments

The Control Center can generate a wide range of reports on a variety of subjects. These
correspond to the reports listing seen on the Group Detail, Local Manager Detail, and Port
Detail pages.

Reports are generated in various formats and emailed to system users or groups
Use the Report Assignments page to schedule any of the existing reports.

To create a new report assignment:

=  Choose the scope—this may be label, inventory group, system, or port.

= Choose a group—this may be alarms, changes, events, logins, custom, or none.

= |If there is at least one report in the group chosen within the selected scope (for example,
alarm reports on inventory group pages), select the offset. This specifies the report's
position in the list. An offset of O places the report first on the list.

= Name the report, select the appropriate jrxml format file, and choose the frequency of
report generation.
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In the following example, a weekly report of GPS events on managed devices is created. The
report is available from inventory group pages under a custom report grouping.

L}
(LI Uplogix Control Center

Dashboard Inventory Alarms Schedule Reports Administration

Reports > Administration

rt Assi nts
dehas i Report Assignments
Report Files

Reports by Label v Create Report Assignment

*Scape: | Inventory Group ¢ |
Group: '_-Cus.t.um_ :
“Ofiset: [0 |
‘Name: |WeeklyGPS
“File: | eventsByPortReport e C

*Frequency: COHourly CDaily @Weekly CMonthly :..;-None

Click Assign to create the report and assign it to the specified scope. In this example, the
report is assigned to inventory group pages. The report is now available.

ry
(L Uplogix Control Center

Dashboard S Schedule Administration

Inventory > X¥YZCo_TX > Austin > Detalil

Inventory Group: Austin
Engineering Group

= Remove Including Children

Summary
Inventory Group: Austin
p Configuration

w Reports w Inventory Group Children

Alarms
Hourly Child Group Description

Draily Building 1
Weekly
Monthly . =
Craegss
Hourly
Daity
Weekly
Monthly
Events
Hourty
Daily
Weekly
Maonthly
Logins
Hourly
Daily
Weekly
Monthly
Privileges

Marketing

w Appliance Children

Appliance IP Hostname

There are no appliances in this group.

Custom
WeeklyGPS
WeeklyAlarmLabel

Although an existing report assignment cannot be edited, a new report assignment with the
same name can be created. This overwrites the existing report assignment.
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Viewing archive status information for a Local Manager

Inventory > Local Manager Summary

Archive information sent from the Local Manager to the Control Center includes: activity logs,
SLV stats, configuration files, device changes and login sessions. To view information about
the last date archive operation, click on the time of the last archive on the Local Manager
summary page. A pop-up will show information about the last data archive operation.

4 Help | Profile
FEEY -

LH‘ Uploglx Control Center Welcome ajones - 01/03/201

Dashboard Inventory Alarms Schedule Reports Administration ~ Search _ =

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Summary

:ﬂ: Pasadena (192.0.2.1)
Last Alarm: 12m 23s | LastEvent: 10m 7s

[ €t || schedule Task J edic |

Sy ~ Appliance Status:OK CON: ™ ETH: @  CPU: 22/23/23

Alarms

G BEI8  Description: IPv4 Address: 192.0.2.1 IPv6 Address: 2001:db8:3:0:20c:29f:feac:7a73
Serlal # V1ILJAYVOM Model: Virtual Last Login: 12/31/2013 17:35 UTC (admin)

Sl ehlien ai Version: 4.7.1 Temp C: NIA Uptime: 2d 19h

Session Logs Build # 20131231:040331 Temp F: NiA Last Heartbeat: 01/03/2014 12:18 UTC {full)

SLV Stats OS Version: 4.7.1.24478 Humidity: N/A Last Archive[ 01/03/2014 11:36

w Configuration
i + Properties

Archive

Authentication No properties configured

Banners

Default Port Setlings

Data is accurate as of 01/03/2014 11:36. !

Successfully finished processing data archive at 01/03/2014 11:37, .?:35h
Last Updated: 01/03/2014 11:37 Last Upload: 01/03/2014 11:37 |

|2:18

Last Status: processed In Queue: 0 I‘i'aﬁ
4
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Archive settings

Inventory > Local Manager Page > Configuration > Archive

The archive process is configured by default to run only over an in-band connection, but

archive can be enabled via an out-of-band connection by clicking on the check box in archive
settings. Before enabling archive via an out-of-band, consider the bandwidth of the out-of-
band connection, system configuration, and the frequency setting of the archive task. Archive

over out-of-band for deployments with a small bandwidth connections, large amounts of

configuration data, and frequent archive actions is not recommended.

F
(L Uplogix Control Center

Dashboard Inventory Schedule Reports Administration

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Archive

:ﬂ: Pasadena (192.0.2.1)
Last Alarm: 21h 37m | LastEvent: 30s

Schedule Task | Edit |
Summa
4 Archive Settings | Save |
Alarms
v Time Between Archivals: |3600 (seconds)
Scheduled Tasks Maximum Archives Stored Locally: |100 (1 -100)
Session Logs Enable While Out of Band: &

SLV Stats
w Configuration

Applat
Archive

Authentication
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Viewing Local Manager Syslog Setting
Inventory > Local Manager Page > Configuration > Syslog

Syslog forwarding can be configured on the Configuration menu of the Local Manager page, or
from the Uplogix command line with the config system syslog-options command.

In some advanced drivers, the console messages can be forwarded as syslog messages. This
is configured from the port’s config device logging command.

If device syslog forwarding is enabled, a connected device's console messages will be
reformatted as syslog messages and forwarded to external syslog servers. The source IP
address of the syslog message will be the Local Manager’'s management IP, so multiple
facilities should be used to classify the messages for various devices from the same Local
Manager.

ﬂ When syslog forwarding is enabled on the Local Manager for a given facility, syslog
forwarding will be enabled on all Local Manager ports that are configured (i.e., not native
ports) for the same facility. If you do not want all ports to perform syslog forwarding or
don’t want all ports forwarding messages to the same syslog facility, you must log into the
Local Manager and navigate to the port(s) you want to change and update the settings using
the config device syslog command.
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Facility: | Locald

SHE
Setiings
Secondary Ethernet

i
Archive
Banners

o

Po
Fazswords
Privileges
Properties
Rule Sets
SLV Tests
SNMP

N
Email
it
Pulse
Roles
Rules
Serial
Server

iy
i

SLV Stats

Syslog
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Viewing session logs and auditing users

View transcripts of individual LMS command line sessions that have ended. And, configure
accounts to receive reports of individual accounts' activities on the Control Center.

Local Manager session logs
Inventory > Local Manager Page > Session Logs

Every command line interaction between a user and the Local Manager is logged and
subsequently archived on both the Local Manager and the Control Center. To view archived
sessions, click Session Logs from the left menu of the Local Manager page.

A list of archived sessions by user can be displayed, just as with the Uplogix LMS command
line using the show sessions command. Select the user from the list and click Display
Sessions. To view the details of a listed session, click Display Session to the right of the
timestamp. This is equivalent to the show session command.

Fa
(L Uplogix Control Center

Dashboard In Schedule Reports

Inventory = XYZCo_TX = Austin = Building 1 = Pasadena > Session Logs

:ﬂ: Pasadena (192.0.2.1)
Last Alarm: 3h 12m | Last Event: 27m 28s

Summary
Sessions
Alarms
Display sessions for: | all users | & |
Events —
Scheduled Tasks Display session details for: | 01/30/2014 17:55 - admin |

Session Logs

SLV Stats

Session information is updated every 30 seconds on the Local Manager, but the actual
recorded transaction is transferred during the archive process which happens every hour by
default.

Session details are not available for sessions in progress.

Auditing user activities on the Control Center
Administration > Users > User Name > Auditing
To audit users, your account configuration must include:
= A valid email address
= The permission to audit the user as one of your auditees

= A report subscription to the appropriate session report on each user to be audited. See
Setting up email, auditing, and subscriptions.

The reports are emailed as .pdf, .html, or .csv files.

The following example shows how to configure a user to audit another user. In this example,
the user ajones (who has the admin role on the Control Center) will be configured to audit
another user, Ethompson.
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Every user account is automatically able to audit itself. To audit others, auditees must be
added to the auditor's user profile.
From the Auditing menu, click Add under Auditees.

Hel
Welcome ajones -

{LI2 Uplogix Control Center

hd
Dashboard Inventory Reports

Administration > Users > ajones > Edit User

ajones Auditing: ajones s
Privileges
Auditing Auditors
Alert Subscriptions [ Add ' Remove |
Report Subscriptions 0 UserGroup Description
O & ajones

One item found.

Auditees

L] UseriGroup +
& sjones

One item found.

From the pop-up, select the user to be audited, in this case, Ethompson and click Add
Auditee(s). Click Save at the top or bottom of the page and the auditees are added to
ajones auditee listing.

Hel
Welcome ajones -

r
(LIZ Uplogix Control Center

Dashboard

Administration > Users|

] User/Group Description L
ajones ™ & EThompson ,
Privleges [ 4 InstallTeam : e
= | ] & Jason
Alert Subscriptions
Report Subs:riplions; o & dose
| ] & Paul R
[ g TrainingGroup Weekly Training Team
[ & athompson
] & scoft
[ & termOnlyUser

9 items found, displaying all items.
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The ajones account has an email address, and the user Ethompson is now among ajones'

auditees, so ajones will be able to subscribe to reports on Ethompson.

The next step is to subscribe to the desired reports. Click Report Subscriptions from the left

menu to go to the Report Subscriptions page.

On the Report Subscriptions page, expand the Principal Reports section at the bottom of the
Report Subscriptions page.

Select the Principal—the user to be audited. If your account is configured to audit many users,

you may wish to enter a filter string to shorten the list of usernames.

| Center

Administration > Users > ajones > Edit User

ajones

Report Subscriptions: ajones

Privieges
Auditing
Alert Subscriptions

Report Subscriptions

3

Label Reports

Inventory Group Reports

There are no report subsecriptions for ajones.

Appliance Reports

Port Reports

Principal Reports

@ WARNING: No subscriptions will be sent until server mail settings are configured.

Principal: select Emall: | zjones@xyzco.com T

3 |Export Type: | PDF

Group |- 1) = x] Frequency
) Activity  Filter String: art.jremil HOURLY
O Activity srtjremil DAILY
Activity ;?ﬂ‘l?ps"" artjrxemi WEEKLY
O Activity art jremi MONTHLY
= Change art.jreml HOURLY
( Change Daily sessionReport. jremil DAILY
Change Weekly sessionReport.jremil WEEKLY
() Change Monthly sessionReport. jroml MONTHLY
1 Full Hourly sessionReport.jremil HOURLY
. Full Daily sessionReport jremil DAILY
Full Weekly sessionReport.jreml WEEKLY
O Ful Maonthly sessionReport.jreml MONTHLY

Select the auditor's email address if more than one is available, and choose the file type that

will be emailed - .pdf, .html, or .csv. Then Subscribe to the desired report.
= Activity reports—include all page views.

= Change reports—include all actions that resulted in changes on the Control Center, any

Local Manager under management, or any device connected to a managed Local Manager.

= Full reports—include all information from both activity and change reports.
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Use the radio buttons next to the reports to select which reports to receive and click on the
Subscribe button. The new subscription is listed at the top of the Report Subscriptions page,
and in the Report Subscriptions area of the Edit User page.

Report Subscriptions: ajones

(@ WARNING: No subscriptions will be sent until server mail settings are configured. m

| [] Scope Group Name Resource To Address Export Send Blank
[} Principal Change Weekly EThompson ajones@xyzco.com PDF fake
} Label Reporte

» Inventory Group Reports
» Appliance Reports
» Port Reports

~ Principal Reports

Principal: select Email: | ajones@xyzco.com | ¢ |Export Type: | POF  # | Send Blank: [

Group Name File F
T Activity Hourly sessionReport jemi HOURLY
= Activity Daily sessionReport jeml DAILY

Sending logs to Technical Support

Administration > Server Settings

If you contact Uplogix Technical Support about an issue with the Control Center, the technical
support staff may ask you to send the logs. The Send Logs section at the bottom of the Server
Settings page provides a convenient way to do this.

FY
L2 Uplogix Control Center
e

Dashboard Schedule

Administration > Server Settings

e Server Settings —
AML Seitings

File Archive » Install Information

Groups

Ermot p Basic Settings

Licenses

o p Mail Settings

Server Privileges »  SNMP Seﬂ.ings
Server Settings
Users + Send Logs
Send Logs To:
Verbose: [

Follow the support technician's instructions to send the logs.
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Replacing a Local Manager

Inventory > Local Manager Page

If a Local Manager stops sending heartbeats, the Local Manager's icon in the inventory
changes to gray after four consecutive failures. The default heartbeat interval is 30 seconds.

The detail page for an unresponsive system displays the Replace button.

Uplogix Control Center Welcomd

Dashboard Administration

Inventory > XYZCo_TX > Houston > Northwest Houston > Bammel > Summary

[g} Bammel (198.51.100.1) 0 This appliance has not contacted the server for 50d 3h.
Last Alarm: 51d6h | Last Event: 50d 5h

[Cuu | Dl | Schecute Tk | Edit | Reamian | Reptace ] Remove

Sy ~ Appliance Status: OK CON: ™) ETH: @ CPU: 12/112/12

Alarms
‘ BE  oescriprion: IPv4 Address: 198511001 IPVE Address: 2001:0082:0-201 26T R00:CARA

Vonte

Serial#: A405100043 Model: Uplogix 500 Last Login: 05/30/2013 00:38 UTC (gjones)
M Ty Verslon: 4.6 Temp C: NIA Uptime: 20d 21h
Seesion Loge Bulld#: 20130214:015037 Temp F: N/A Last Heartbeat: () 06/19/2013 14:40 UTC (out of dato)
SLV Siats 08 Verslon: 4.6.3.226812 Humidity: N/A Last Archive: 08/19/2013 14:27
~ Configuration
Applot
Properties
Archivo ki m

Authentication
Bannars

Dataul Port Sattings
DNE

Ermuil

No properties configured

HHH m—

» DNaviras

Click Replace for a list of Local Managers that are available to replace the unresponsive Local
Manager. To be listed, a Local Manager must be unassigned, running the same software
version as the Control Center, and communicating properly.

Select a replacement. The unresponsive Local Manager is replaced in the inventory list by the
Local Manager selected. The Control Center pushes the stored network device configuration
from the replaced Local Manager to the replacement.

After the replacement Local Manager is updated, disconnect all devices from the replaced unit
and connect them to the corresponding connectors on the replacement.

Local Managers must be replaced with an identical product. For example, an Uplogix 500
must be replaced with an Uplogix 500 for the replacement to work.

The software versions must also be the same. For example, replace 5.1.x with 5.1.x for
replacement to work.
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Shutting down the Control Center

The Control Center can be shut down or restarted from the CLI using Linux commands.

Caution: Do not remove power from the Control Center while it is running. Failure to shut
down properly may result in the loss of data.

&
CAUTIOHN

Open a console or SSH session with your Control Center and become root. To restart the
Control Center, use the shutdown -r now command. To shut down the Control Center, use the
shutdown -h now command.

Using the shutdown command ensures that all services exit cleanly before the reboot /
shutdown.

User Guide for Control Center 139



Advanced Control Center Functionality

The Control Center offers several advanced features to help manage your deployment.

In this chapter:

SOCKS Proxy Support—set up and configuration of a SOCKS proxy for device access

Serial Port Forwarding —make the console port of the managed device available on a local
workstation via reverse SSH tunnel

SSH Port Forwarding—access to network services running on the dedicated or
management IP addresses of a managed device

Serial Port Mirroring —make the console port of the managed device available on a local
workstation via a modem connection

SMS Outband (PPP on)—contact remote Local Managers via SMS message to start PPP

CLI Applet Failover to Managed Device— open SSH connections to Local Managers that
pass through to the console port of a managed device via the CLI Applet

CLI Applet SSH Key Authentication—open SSH connections with private key authentication
to Local Managers and to managed devices via the CLI Applet

SOCKS Proxy Support

The Control Center’s CLI applet supports the use of a SOCKS Proxy server when accessing
Uplogix devices. Setting up a SOCKS Proxy allows users to access devices through a proxy to
bypass routing and firewall limitations and configure proxy servers for groups and/or individual
devices.

A properly configured SOCKS Proxy server is required to use this feature. Contact Uplogix
support if you would like to configure a SOCKS Proxy on the Control Center.

Arguments
Socks Proxy Version Both Socks Proxy Version 4 and 5 are supported.
Socks Host The IP address of the Socks Proxy Server.
Socks Port The listening port of the Socks Proxy Server. Typical default port is 1080.
Socks Username Username to authenticate with the proxy server, if required.
Socks Password Password to authenticate with the proxy server, if required.
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Usage

Proxy settings can be configured at the global, group, or individual device level. First, connect
to the web interface of the Control Center and navigate to the Inventory page. Select an
Uplogix device from the Inventory tree to bring up its detail page. On the left, expand the
Configuration menu and select Applet.

In this example, the Control Center will be configured to use a socks proxy server with the
following configuration:

Version: 5

IP Address: 172.30.151.109
Port: 1080

Username: acct_name

Password: password27

FY
(L Uplogix Control Center

Dashboard Schedule

Inventory > XYZCo_TX > Austin > Building 1 > Pasadena > Applet

thd Pasadena (192.0.2.1)
Last Alarm: 3h 15m | LastEvent: 30m 51s
Summary
Applet Settings
Alarms
it Socks Proxy Version:| 5 [
Scheduled Tasks Socks Host:| 192.0.2.8
Session Logs Socks Port: | 1090
SLV Stats Sochks Usemame:iﬁt__pame
+ Configuration Socks Password: seesssssssens
Applet Confirm Socks Password: ssssssssssass

A Remote Access Server settings are configured on the Modem Settings Page

Authentication

When the Socks Proxy Version is set to disabled, the configuration options will be grayed out.
To begin configuring settings, change the Socks Proxy Version to either 4 or 5.

= Version 4: Requires an IP address and a listening port. Since Version 4 does not support
authentication, the password field is grayed out.

= Version 5: All configuration options are available with this version. Depending on the
configuration of the proxy server, a username and password may be required.

Once you have configured necessary settings, click Save.

The Socks Proxy configuration will be transparent to the end user. To test your settings, select
a previously inaccessible device from the inventory and launch the CLI applet. A connection to
the device should succeed.

If the connection fails, verify that your settings are correct by examining the configuration of
the proxy server or by testing with an SSH client such as Putty or SecureCRT.
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Serial Port Forwarding

Use the Serial Port Forwarding feature to make the console port of the managed device
available on a local workstation via reverse SSH tunnel. In order to utilize this feature, a user
must have the terminal privilege.

An SSH client with reverse tunnel capabilities is required to use this feature. Supported clients
include PUTTY and the CLI Applet on the Control Center.

Prior to setting up serial port forwarding, initialize the Local Manager port with the appropriate
device driver via the config init command. Refer to the appropriate device configuration
guide for information.

About Connections

=  Only one TCP connection is allowed per forwarded port. Subsequent connections will fail
until the first connection is exited.

= The TCP connection can be terminated by disabling the forward setting in the CLI Applet,
or by closing the SSH client.

= Connections to forwarded ports are subject to the same idle timeouts as normal terminal
sessions. The idle counter is reset if data is passed over the TCP connection.

Usage

1. Start the CLI Applet by navigating to a device in the inventory tree and clicking on the
CLI button. Once the applet loads, authenticate with the device and log in.

2. Click on Terminal in the CLI Applet menu bar and select Forward.

‘@00 SSH Session To 192.0.2.4:22 ' &

erminal [0
Connect

Forward

PrivateKey £
o #4345 -- Powering Business Uptime
Logging S T o s e R R

Disconnect Status Con Eth Uptine Frocessor Last
——— Utilization Alara

1/1 usausrl-att 0K * + 51d 23h 00/02/02 9d 2Sh
1/2 usaussw-att oK * % 51d 23h 80/01/01 98d 1sh

{/fajones@loz. 0. 2.4:22, ..

1/3

1/4

1/5

PR

MOM enbedded none

SYS Pasadena oK *  23h 21 18/18/18 9h 30
Con(sole) or Ethlernet) link status indicated with '#'

Frocessor Utilization displaved as last collected, 1 and 5 sinute averages
Last Alarn displays tine since last Alars natched.

d=day, h=hour, s=pinute, s=second

Ports 1/1-1/4 have dedicated Ethernet.

lajones@Pasadenal# I

Connected |S5H 89x31
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3. Mark the checkbox next to the port you wish to forward. By default, the applet will

forward to a random local port. To specify a port, delete random and enter the desired

port.

800 Forward Settings

|| Check /Uncheck All

{3 f-mti portl/1 serial (serialportl_1)
o] |random »| portl/1 management 22 (203.0.113.3) | (2 open
] rmji portl/2  serial (serialportl_2)
] !_r;dom_ _'| portl/3 serial (serialportl_3)
] W‘Tl portl/4  serial (serialportl_4)
- W?f portl/S  serial (serialportl_5)
L W__Yl terminal  mirror (terminal)

| Apply | | Close |

4. Click Apply to save your settings. If a random port was assigned, it will be displayed
and highlighted in green.

1L 9.0.0 Forward Settings
Check/Uncheck All
~ _ b portl/l  serial (serialportl_1)
}andnm K portl/l  management 22 (203.0.113.3) &) Upen

5. If you specified an invalid port (in use or conflicting), it will be highlighted in red.

random -

random ¥

random ~

random ~

random -

portl/2  serial
portl/3  serial
portl/4  serial
portl/5  serial

terminal  mirror

l Apply ] | Close

Forward Settings

| Check/Uncheck All

(serialportl_2)
(serialportl 3)
(serialportl_4)
(serialportl 5)

(terminal)

4 .__vl portl/1  serial (serialportl 1)

[ random ~+| portl/l management 22 (203.0.113.3) | (& Open |
[ r__e_g_ndn?j?l portl/2  serial (serialportl_2)

O !:nd_ﬁil portl/3 senal (serialportl_3}

[ :m_tl portl/4  serial (serialportl_4)

- random *| portl/5S sarial (serialportl_5)

= random __T' terminal  mirror (terminal)

| Apply

| | Clese |

6. Click Close to return to your SSH session.
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7. Navigate to the desired port and use the terminal forward command to start
forwarding.

| 800 SSH Session To 192.0.2.4:22 2
| Terminal _Edit

PR

M enhedded nONe

SYS Pasadena UK. 4w oA 18/18/18 Sh s8N

ICDn[so'LeJ or Ethlernet) link status indicsted with '+'

ill”roccsﬁor Utilizotion displayed as last collected, 1 ond 5 sinute overages
Last Alars displays tise since last Alars watched.

| d=day, b=huur, s=sinule, s=secund

larts 1/1-174 have dedicated Fthernet.

|le) ones@Pacadena | # port 1/1
jusousrl att cisco 1801 105 12.4(9)T

[ajunes@Pasadena [porlls1) 18 Leceinal forward

Hress o [FNIFR] To ex1t.

Connecting ...

[Retrieving running-config fron device ...
oaplete. running-config polled.
running-config saved to archaive as curremt.

{Console session forwarded. Press ~[ENTER] to exit.

usausrl-al L‘ll
IConnected ISSH |39x31_

Once the message Console session forwarded displays, connect to the forwarded
session on your local machine. Navigate to 127.0.0.1 (localhost) on the port specified
in step 4 or 5 using your workstation application such as a browser or element
manager.

upx-mkt-03:~ root# telnet 127.0.0.1 1263
Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

usausrl-att#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
76.0.0.0/29 is subnetted, 1 subnets

C 76.250.124.208 is directly connected, Dialerl
usausrl-att#
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Anything typed to the forwarded port will be displayed in the original terminal session.

Terminal Edit

[ajones@APasadena [portls/111# tervinal forward

Press ~[ENTER] to exit.

Connecting ...

Metricwing running config from device ...
Conplete. running-confio pulled.
running-config saved to archive as current.

Cunsule session Tursworded. Press ~[ENTER] Lo exil.
usausrl-att#

usausri-sttFsh 1p route
Codes: C connccted, S stotic, I RIF, M wobile, B Bor

O - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
M1 - OSPF MWSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-I5, su - IS-IS sussary, L1 - IS-IS lewel-1l, LZ - IS-IS level-2
ia - IS-IS inter asrea, % - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort 1s not set

76.8.0.0/29 is subnetted, 1 subnets
C 76.250.124.208 is directly connected, Dialerl
usausrl-atts

| Connected|SsH

See the Local Manager Guide for information on how to forward a serial port using PuTTY.

SSH Port Forwarding

Usage

SSH port forwarding enables access to network services running on the dedicated or
management IP addresses of a managed device. Multiple users on multiple workstations can
use SSH Port Forwarding concurrently.

Certain privileges are required to edit or view a port’s forward configuration:

show protocols forward—Views the forwarding settings.

config protocols forward—Configures the forwarding settings.

forward—Allows the user to open an SSH session with a tunnel to the forwarded port.

The Uplogix device will attempt to forward incoming TCP traffic regardless of whether the
destination is configured properly or not. Ensure the managed device is configured to listen on
the port specified.

When using the CLI Applet on the Control Center, a Java JRE must be installed on the user’s
workstation.

First, connect to the web interface of the Control Center and navigate to the Inventory page.
Select an Uplogix device from the Inventory tree to bring up its detail page. Launch the
Control Center applet by clicking on the CLI1 button.
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The managed device’s management or dedicated IP address must be configured on the
Uplogix device. This can be configured using config init or config info.

[admin@xyzcoAus (portl/1)]# config init

--- Enter New Values ---

description: []:

<output removed>

management IP: []: 198.0.2.100

Configure dedicated ethernet port? (y/n) [y]:
Use DHCP? (y/n) [n]:

dedicated device IP []: 169.254.100.2
dedicated port IP []: 169.254.110.3
dedicated netmask: []: 255.255.255.252
speed/duplex: [auto]:

<output removed>

Do you want to commit these changes? (y/n): y

Use the config protocols forward command to open the port forwarding configuration editor.

[admin@xyzcoAus (portl/1)]# config protocols forward
[forward]#

Once in the editor, you can use the ? command to view a list of possible options.

[forward]# ?

Forward options are:
[no] management {port}
[no] dedicated {port}
[no] events

show

exit

[no] management {port} Enables forwarding to the management IP address and the port specified.
The no prefix will remove the forward.
Example: To enable traffic forwarding to port 80 on the managed device’s
management IP address, use management 80.

[no] dedicated {port} Enables forwarding to the dedicated IP address and the port specified. The
no prefix will remove the forward.
Example: To enable traffic forwarding to port 80 on the managed device’s
dedicated IP address, use dedicated 80.

[no] events Turns on event logging for traffic forwarding. The no prefix will turn off
event logging.

Show Displays the current configuration.

Exit Exits the configuration editor.
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Note that the port specified should match the listening port on the managed device. If the
managed device is running an SSH server on its management IP address, forwarding should

be configured as management 22.

Creating a Tunnel

To use the CLI Applet on the Control Center, navigate to a device in the Inventory tree and
click on the CLI button. Once the applet has loaded, click on Terminal in the menu bar and

select Forward.

800 Forward Seftinjs
|| Check/Uncheck All

] random v| portl/l management 22 (203.0.113.3) | (& open |

[in) |random +| terminal mirror (terminal)

| Apply | | Close |

In this example, the Uplogix device has already been configured to forward traffic to port 22 at
the management IP address for the device on port 1/2. The screen above allows you to select
which tunnels to create. On a device with multiple forwards configured, the above list would

be longer.

To create a tunnel, check the box next to the port forwards you wish to enable. Then, select a
local port to use for forwarding. If random is selected, the applet will select a random port on

the workstation. Click Apply to save your settings.

18060 Forward Settings
4[| Check/Uncheck All

™ [B81800 -| portl/1 management 22 (203.0.113.3) | (& Open |

L] |random - terminal  mirror (terminal)

| Apply | | Close |

If the forward was successful, the drop down box will turn green. If a random port was
requested, the port number will be displayed in the green box.

18006 E Forward Settings
[| Check/Uncheck All

~ M- rortl/l management 22 (203.0.113.3) |(& Open|

- random *| terminal mirror {terminal)

= =

| Apply | [ Close |

If the drop-down menu turns red, this indicates the local port was unavailable and the tunnel
was not created. Choose a different local port that is not currently in use.
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Notes

Access to forwarded ports is secured by mapping the requested hostname or IP address to
a managed device on the device. If forwarding is enabled for two ports that have the same
management or dedicated IP addresses, it may be possible for a user to access the
forwarded port of a device that they do not have explicit permission for.

Any tunnels created with an SSH session will be destroyed if the session times out or is
exited. To regain access to the tunnel, initiate another SSH session.

See the Local Manager Guide for information on how to SSH port forward using stand-
alone SSH clients such as PuTTY.

Serial Port Mirroring

Use the Serial Port Mirroring feature to expose the console port of the managed device
available on a local workstation TCP port. This is often used to simulate direct serial port
connectivity from workstation to device as if the device was serially directly connected. A
software TCP-to-COM port redirector may be necessary to complete the connection to the
application if it requires COM port addressing. In order to utilize this feature, a user must
have the terminal privilege and utilize the CLI Applet on the Control Center.

Prior to setting up serial port mirroring, initialize the Local Manager port with the appropriate
device driver via the config init command. Refer to the appropriate device configuration
guide for information.

About Connections

Usage

Only one exposed connection is made per mirrored port. Subsequent connections will fail
until the first connection is exited.

The mirror can be terminated by selecting Terminal, Forward and Mirror from the applet
menu and un-checking the forward checkbox.

Accessing a mirrored port via local application utilizes authentication and authorization
previously negotiated.

Connections to mirrored ports are subject to the same idle timeouts as normal terminal
sessions. The idle counter is reset if data is passed over the terminal connection.

1. Start the CLI Applet by navigating to a device in the inventory tree and clicking on the
CLI or Dial button. Once the applet loads, authenticate with the device and log in.

2. Click on Terminal in the CLI Applet menu bar and select Forward.
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800 SSH Sesslon To 192.0.2.4:22 "
IR o
Cannect tifajones@QloZ 0.2 432,
Forward
PrivateKey ;‘13‘3 i T i
Logging -- Powsring Business Uptine
Disconnect Status Con Eth Uptise Processor  Last
Utilization Alars
1/1 usousrl-att [+ * % 52l 5& 00/02/02 10d 45
1/2 ussussw-satt Ok + & 52d 5T 08 /01/01 93d 15h
/3 -
1s4 =
1/5
PR,
MO eabedded nune
S¥S Pacadena Ok  1d 10w 27/25/19 10h ZEn
Conlsole) or Ethlernet) link status indicated with *&'
Processur ULilicalion displayed as last wollected, 1 and S sinule averages
| ast Alars displays tiee since last Alars satched.
d=day, h=huour, s=sinule, s=secoml
Purts 1/1-1/4 have dedicaled Ethernel.
[ajunes@Pasadenaly ]
Connected SSH [gox31

3. Mark the checkbox next to mirror. By default, the applet will forward to a random local
port. To specify a port, delete random and enter the desired port.

806 Forward Settings
|| Check/Uncheck All
] WTi portl/1  serial (serialportl_1)
- random __T! portl/1  management 22 (203.0.113.3) (&) Open
- !mj:! portl/2  serial (serialportl_2)
] m—'l portl/3  serial (serialportl_3)
] !_ra_r_!dc_:r_r_'l_ _V! portl/4 serial (serialportl_4)
- W_TI portl/5  serial (serialportl_5)
@ [random _vl terminal  mirror (terminal)
| Apply | | Close |

4. Click Apply to save your settings. If a random port was assigned, it will be displayed
and highlighted in green.

User Guide for Control Center

149



1800

Forward Settings

.rand.bm

| random
random

e} random
i) random

random

-

| | Check/Uncheck All

4

portl/1
portl/1l
portl/2
portl/3
portl/4
portl/5

terminal

serial
management 22
serial
serial
serial
serial

mirror

Apply , | Close |

(serialportl_1)
(203.0.113.3)

(serialportl_2)
(serialportl_3)
(serialportl_4)
(serialportl_5)

(terminal)

| (& Open |

5. Click Close to return to your applet session.

6. Anything typed to the mirrored port will be displayed in the original terminal session.

SMS Outband (PPP on)

In environments where Local Managers contact the Control Center as needed via wireless
modem, contact can be initiated from the Control Center by sending an SMS message
instructing a Local Manager to phone home in order to connect to the network out-of-band.

Requirements for using this capability are:

= The Local Manager uses a wireless modem (GPRS/CDMA/Iridium/Inmarsat) modem that

supports SMS commands.

= The Local Manager has been configured with a phone number and SMS domain name that

the Control Center can use to construct a valid SMS email address. These are locally

configured with the config answer command.

= An SMS modem monitor with automation (i.e., a rule/ruleset) has been configured for the

modem to monitor for SMS messages. The canned smsPppOn rule can be used in

conjunction with this monitor.

To initiate contact:

1. Select the Local Manager from the Inventory and expand the page to show the Local

Manager detail.

2. Click Schedule Task and from the list of tasks that may be scheduled, select SMS

Message and click Next.
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i
(LI Uplogix Control Center
hod

Dashboard Inventory Alarms Schedule Reports Adm

Inventory > X¥ZCo_TX > Austin > Building 1 > Pasadena > Schedule Task

thd Pasadena (192.0.2.1)
Last Alarm: 16h 54m | LastEvent: 50s
SCis" Y Diar] Schedute vask_| Edit ] Reassign
5
e Schedule Task _ Next [ Cancel |
Alarms —
Events Select Task

Scheduled Tasks :
Task; + Config Import |

Session Logs PPP
Restart
Sy Stais SLV Manitor
w Configuration 5MS Message
Applet tipdare
Archive

3. The SMS Message — Parameters page opens. Click Next and the ppp on command is
sent immediately by SMS message. It may take a few minutes before the Local
Manager receives the SMS message and activates PPP to phone home.

Y
{2 Uplogix Control Center
W

Dashboard Inventory Alarms Schedule

Inventory > X¥YZCo_TX = Austin > Building 1 = Pasadena > Schedule Task - Parameters

:ﬁ: Pasadena (192.0.2.1)
Last Alarm: 16h 57m | LastEvent: 3m 10s

[CUE L DiE ] Schedule Task ] Edit J Reassign

Summary
Schedule Task - Parameters [ Next [ Cancel |
Alarms
Events SMS Message - Parameters
Scheduled Tasks Command: PPP On

Session Logs

SLV Stats
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CLI Applet Failover to Managed Device

The Control Center provides users with the ability to open SSH connections to Local Managers
that pass through to the console port of a managed device via the CLI Applet. Under normal
circumstances, the CLI Applet establishes an SSH connection to the Local Manager. In the
unusual event that the applet is unable to establish an SSH connection to the Local Manager,
the CLI Applet Failover feature allows configuration of the CLI Applet so that it fails over to
establishing an SSH connection directly to the managed device.

ﬂ Many of the valuable Uplogix features such as session logs, events, and configuration
rollback become unavailable when the CLI Applet fails over to connecting directly to the
managed device, as the Local Manager is out of the connection loop in this scenario.

Device Properties

This feature is activated by adding one or both of the following device properties to the Local
Manager port for the managed device.

_applet_failover_ssh_fingerprint

Defines the SSH fingerprint for the managed device.

The CLI applet will only establish a failover SSH connection to the
managed device if the fingerprint it receives from the managed

device matches the fingerprint value stored in this device property.

This property can be configured through the Local Manager CLI

and via the Control Center.

_applet_failover_ssh_ip

Defines the IP address that the CLI applet should attempt to
establish an SSH session to in the case where the applet fails to

connect to the Local Manager.

This property is only required if a management IP address is not
defined for the managed device within the Local Manager or

Control Center.

If a management IP address exists for the managed device and
this property is not defined, then the CLI applet will attempt the
failover SSH connection to the defined management IP address.

If this property IS specified/defined, then the CLI applet failover
feature will use the IP address contained in this property rather

than the management IP address.

This property can be configured through the Local Manager CLI

and via the Control Center.
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The following example walks through the process of configuring CLI Applet Failover to a Cisco
3925 router connected to port 1/2 of the Local Manager.

Determine the SSH Fingerprint for the Managed Device

Part of enabling CLI applet failover to the managed device involves configuring the Local
Manager with the SSH fingerprint of the managed device. Initiate an SSH session to the
managed device via a terminal session or application such as PUTTY. The managed device
fingerprint will display with a question asking whether to continue connecting. This assumes
the PC/workstation does not have the managed device’s RSA key in its known host file. If the
fingerprint is not presented with a question asking whether to continue, then edit the SSH
known host file on your PC/workstation to remove the entry for the managed device. Here is
an example using a Linux, Unix or Mac terminal session:

/Users/admin > ssh admin@192.0.2.100

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
RSA key fingerprint is b7:b7:9b:ce:bc:44:82:36:ca:92:71:65:fe:fd:4f:43.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.0.2.100' (RSA) to the list of known hosts.

An example of the fingerprint in a Putty popup window is shown below:

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rza 1024|b?:b?:9b:ce:bc:44:82:36:ca:92:?1:65:fe:fd:4f:43 |
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on cennecting just once, without
adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abanden the
connection.

| | |

Copy the SSH fingerprint. It is a required device property that will be set up in the next step.

Configure Device Properties via the Local Manager CLI

Log into the Local Manager and navigate to the port that is to be configured for CLI applet
failover and enter the device property editor by issuing the following commands:

[admin@A400100052]# port 1/2

LRT-3925 cisco CISC03925-CHASSIS I0S 15.1(4)M
3925

[admin@A400100052 (portl/2)]# config properties

[config properties]#
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Now configure the _applet_failover_ssh_fingerprint device property for the managed device
SSH fingerprint (determined in the previous step) with the following command (where there is
a space between the property and the fingerprint value):

[config properties]# _applet_failover_ssh_fingerprint
b7:b7:9b:ce:bc:44:82:36:ca:92:71:65:fe:fd:4f:43

[config properties]# show

_applet_failover_ssh_fingerprint: b7:b7:9b:ce:bc:44:82:36:ca:92:71:65:fe:fd:4f:43
[config properties]i#

If there is no management IP address for the managed device configured in the Local
Manager, or if the failover IP address that should be used is different from the configured
management IP address, then the _applet_failover_ssh_ip device property should be
configured to specify the failover IP address for the managed device. The Uplogix show info
CLI command can be used to determine the management IP address for a given device. The
following example shows the managed device to have a management IP address of
192.0.2.100:

[admin@A400100052 (portl/2)]# show info
Hostname: LRT-3925

Description: 3925

Make: cisco

Model: CISC03925-CHASSIS

0S: I0S

0S Version: 15.1(4)M

Management IP: 192.0.2.100

Current CPU Utilization: 0%

CPU Utilization (1 minute average): 1%
CPU Utilization (5 minute average): 1%
Total Memory: 762273884 bytes

Used Memory: 52811412 bytes

Free Memory: 709462472 bytes

To demonstrate how to set this device property, suppose that the CLI applet should failover to
IP address 192.0.2.200 if a SSH session cannot be established to the Local Manager. Issue the
following commands to enter the device property configuration editor on the managed device
port and set the applet failover IP address:

[admin@A400100052 (portl/2)]# config properties

[config properties]# _applet_failover_ssh_ip 192.0.2.200

[config properties]# show

_applet_failover_ssh_ip: 192.0.2.200

_applet_failover_ssh_fingerprint: b7:b7:9b:ce:bc:44:82:36:ca:92:71:65:fe:fd:4f:43
[config properties]# exit

[admin@A400100052 (portl/2)]#

Alternatively, device properties can be set via the Control Center. Log into the Control Center,
navigate to the Local Manager in the Inventory, click on the port for the managed device in
the Device section of the Local Manager summary page, and click the Properties link in the left
navigation bar. The following page appears so device properties can be added or deleted:
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:i.i} Uplogix Control Center

Dashboard Irmveritory Alarms Reports Administration

Inventory > Your Company > Kob > A4UDTU0US2 > LK 1-38125 > Device Properies

(gi0) LRT-3925 (port1/2 on A400100052)
Last Event: 20m

[ cu § schedule Task
Sumimary

Device Properties
Algrrms
Changes Add Property
Events Natrie:
Files Value:

Port Settings iy

Properties
» Reports Cssiasiscas
b Dovices L Device Properties + Valus
_applat_tasover_p 172.30.52.200

_appel_lailover_ssh_fegerprin b7 LT 80 ce be 44:62. 36,00 92.71.65.0e. 10 4143

2 items found, displaying all items.

Usage

Once device properties are configured for a managed device as specified above, the CLI applet
failover feature is configured and active. To use the CLI applet to access the console port of a
managed device, connect to the web interface of the Control Center and navigate to the
Inventory page. Select an Uplogix device from the Inventory tree to bring up its detail page.
Launch the Control Center applet by clicking on the CLI button. Should the CLI applet fail to
establish an SSH session to the Local Manager, the applet will then attempt to establish an
SSH session directly to the managed device.

CLI Applet SSH Key Authentication

The Control Center provides the capability to open SSH connections to Local Managers and

managed devices via the CLI Applet using SSH keys in lieu of prompting for a username and
password.

ﬂ Providing public keys to authenticate overrides TACACS/RADIUS authentication for that
user.

Arguments
Authorized Keys The SSH public key stored in the user profile in the Control Center. This key is
synchronized to Local Managers with user information.
SSH Private Key File The path to the SSH private key file on the user’s workstation. This path is
stored in a cookie in the user’s browser and is set via the CLI Applet Terminal-
>PrivateKey function.
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This example walks through the process of configuring CLI applet SSH key authentication for
user Ajones.

Generate SSH Key Pair on Client Workstation (If one has not been previously
created)

If the client workstation (i.e., the workstation that will launch the CLI applet to connect to the
Local Manager or managed devices) is running Linux, Unix, or Mac OSX (or is running
Windows with a Linux-like environment application like Cygwin), issue the following command
in a terminal window to generate the key pair: ssh-keygen -t rsa.

/Users/admin > ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/ajones/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /Users/ajones/.ssh/id_rsa.
Your public key has been saved in /Users/ajones/.ssh/id_rsa.pub.
The key fingerprint is:
53:6d:4d:bd:5e:45:15:e1:16:45:ad:67:b9:1b:ed:d9 ajones

If the Local Manager is running in FIPS mode, then a “rsa” key must be generated with at
least 2048 bits — here is the command to generate this key pair: ssh-keygen -t rsa -b 2048.

If the client workstation is running a Windows operating system, the free puTTYgen tool can
be downloaded and used to generate SSH key pairs. An example of this puTTYgen tool is
shown below:

PuTTY Key Generator

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized _keys file:

CIM79243wuB b 7+UNaRAGNQKvbodk URYboGnf 311 rHgeWX4RSFHTD I
+gP1UgfCwa+ho AAATALdhRm Tukc | EplXGJqt 4 fa WiGEEL 5 UPviLtao 21 VAW
+B8bBI4WEZIMVFJHgeN/Ber4p 7VKdWhP DOWdmFOcg DSEmDY0DacSgfMUSS1aD
CVWAGHZCERGEVFTA: Vpleve TEJaSdbVC Tidz L4

+KAQASCQYU4VDI2wgoanlpgRyEMNo= dsa-key-20120509 -
Key fingerprint: ssh-dss 1024 ff:33:88:09:82:ad: 79:eb:12:28:03:c1.57:0b fd .d6

Key comment: dsa+ey-20120509

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(") SSH-1 (RSA) (") SSH-2 RSA @ SSH-2 DSA

Mumber of bits in a generated key: 1024
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After installing and running the puTTYgen tool, perform the following:

1. In the Parameters section, choose SSH-2 DSA, leave the default number of bits set to
1024 and click the Generate button for the standard, non-FIPS Uplogix Local
Management solution. In the case where the Control Center is running in FIPS mode,
choose SSH-2 RSA, set the number of bits in the generated key to 2048 and then
click Generate.

2. Move the mouse in the small screen as instructed by the tool during key generation in
order to add randomness to the key pair being generated.

3. Enter a key comment to identify the key pair. This is useful when using several SSH
key pairs.

Do not enter a Key passphrase — leave it blank.

Click Save private key to save your private key. Give the key a filename and
confirm that it should have a blank passphrase. Also, note the filename and path, as
the location for this private key will be configured in a subsequent step.

6. Click Save public key to save the public key and give it a filename.

Add Public SSH key to User in Control Center

The contents of the SSH public key should be copied and provided to a Control Center admin if
the user does not have privileges to edit their user profile. Next, the user or Control Center
admin should login to the web interface, navigate to the Administration-Users page and then
click on the user to be provisioned with the SSH public key. In the example below, the SSH
public key for user ajones is pasted into the Authorized Keys text box. Be sure to click Save
after pasting the SSH public key.

rFy
(LIZ Uplogix Control Center Welcome|

Inventory Reports

Administration = Users > ajones

gjones

Edit User: ajones E3
Privileges Created:12/31/2013 16:11:02
Auditing

+ User Information
Alert Subscriptions

Report Subscripions *Name: ajones
Password: |sesssssssssss
Confirm: |sessssnsasens
Description:
Disabled: [
Time Zone: | {-6:00) US/Central [4|UseDST ™
Start Date: [
Expiration Date:
8 Add To Group

» Email Addresses Count: 0

+ Authorized Keys

Authorized Keys: |ssh-rsal
|AAAABINzaC 1yc? EAAAABIWAAADEASIZWFppg 1 AhswRECnGZIuTaZy
! mu204vals 11 ADIRT2wmS2zMaDLEgPGScql2S TN BSROCExz  In
|y NiawHiyNaldaqda+Qehs LI SIARHBZM Gab Ko+ g JXIBK+XTnk
| S6AVALIBHARdN QyRWAL DIV QBRMWE2nsVINMAKX pUIDjFbqVzEBcCg
{2inant0s1 SKATEVKA4 e ML M2 IH20ISET1GMELIHSD2hasHOW sh |4

Paste in authonzed SSH keys for this user. SS5H keys are only used for Uplogix authenfication.
@ Show More Information
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Set SSH Private Key Location in Browser
Log into the Control Center, navigate to a Local Manager, and click on a CLI applet button.

Upon clicking CLI and launching the CLI applet, you may be prompted with a couple windows
asking for confirmation that you trust the Control Center certificate and to allow the CLI applet
access to your workstation — you must trust the certificate and allow the applet access to your
workstation in order to continue.

Once the applet finishes initializing, click the Terminal menu selection at the top of the screen
and then click PrivateKey in the submenu as shown below.

@ S5H Session To 203.0.113.1:22

|Ei B https//127.0.0.1/envoy.do?dispatch=ssh8tid=cd1768c3-6f10-11e3-
Terminal | Edit

Connect
Forward
PrivateKey
Disconnect

Next, click Browse on the popup menu, browse to and select the private key file, then click
Open to set the path as shown below. Finally, click Save to save the path to the private key
in an Uplogix cookie in the browser. Close the applet window.

SSH Private Key file [ El
Browse
Clear

aef8.9460.961 3.a910.69de.0701.1559. 3167

1aib.b14e.dcal.eff4.45chb.6990.8c46.451d

S5H-RSA 2048-bit

- Cancel Save

> ajones L 2

This completes configuration for user ajones — ajone’s public key is stored in the Control
Center and the path to the private key is stored as a cookie in ajone’s browser.
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Usage

Once the private key has been configured as specified above, the CLI applet failover feature is
configured and active. To use the CLI applet to access the console port of a managed device,
connect to the web interface of the Control Center and navigate to the Inventory page. Select
an Uplogix device from the Inventory tree to bring up its detail page. Launch the Control
Center applet by clicking on the CLI button. The applet should establish and authenticate the
SSH session without the user having to enter a password.

Note: Alternatively, this failover may be created by configuring a public key in the user profile
and a private key in the CLI Applet authenticates subsequent SSH sessions from the user
workstation to Local Managers rather than requiring the user to provide a password in the
applet window at each login.
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Support

Getting technical support

The Uplogix technical support web site allows you to open and review support requests,
browse the knowledge base and download software updates. You must have a user account to
view this site.

Requesting an account

To create an account, send an email to support@uplogix.com with the subject line “create
account”. Include this information:

=  organization name
= account user’s email address

= user’s general contact information

Requesting support

Uplogix provides 24x7x365 support. If you need to contact Uplogix customer support, please
provide this information:

=  Product model

=  Serial number and software version (use the show version command from the command
line or use the arrow keys on the front panel to scroll through the information on the

display)
Phone: 512-857-7070
Fax: 512-857-7002

URL: support.uplogix.com

Providing comments about this guide
Did you find the information you needed?
Was it accurate?
Did it help you?

Please contact our publications staff at support@uplogix.com to notify us of any issues with
this guide's accuracy, completeness, or clarity.

We want you to be successful using our products. If you find a problem with this material, we
will do our best to fix it.
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